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LL.B. VTERM
PAPER - LB -5031 - INFORMATION TECHNOLOGY LAW

Advent of computers, followed by Internet has revolutionized the human existence and
their conduct in the society. The information can be accessed, stored, retrieved and
distributed speedily and easily. The traditional paper documents are now being replaced
by their electronic equivalents. The commercial transactions and individual functioning
are more and more driven by the digital technology. This transition has put forth need for
a law to facilitate and govern activities in the information society and has thus led to the
passing of the Information Technology Act, 2000 (IT Act).

The primary focus of this course will be on studying the information technology
law. In addition there will be an insight into the applicability of other laws in the digital
environment. The learning outcome of the course will be understanding the provisions of
Information Technology laws provided to facilitate electronic commerce - electronic
signatures, data protection, cyber security; penalties & offences under the IT Act, dispute
resolution, and other contemporary issues.

PART A - The Information Technology Act, 2000 (IT Act)

I INTRODUCTION 4-5 classes

e Information Technology (use of computers to store, retrieve, transmit and
manipulate data); understanding cyberspace (cyberspace is a notional environment in
which communication over computer network occurs; borderless environment),
scope and regulation; internet, e-mail and world wide web; use — academics, e-
commerce (B2B,B2C,C2C), social networking by individuals

e Interface of information technology and law; current challenges — mobiles, cyber
security, cloud computing and data privacy, misuse of social media, cyber crimes

e  Purpose and Object of Information Technology Act, 2000 (to facilitate e-commerce
to remove major hurdles of writing and signature requirement for legal recognition,
providing regulatory regime for to supervise certifying authorities and digital
signature certificates, to create ,civil and criminal liabilities for contravention of
provisions, and consequential amendments in other Acts); applicability(s.1(4);
overriding effect (s.81); Definitions— information 2(1)(v), computer s.2(1)(i),
computer network s.2(1)(j), computer resource 2(1)(k), computer system 2(1)(),
communication device 2(1)(ha)

Syed Asifuddin v. State of Andhra Pradesh, 2006 (1) ALD (Cri) 96; 2005 Cril.J
4314(meaning of computer)
Diebold Systems Pvt. Ltd. vs The Commissioner, ILR 2005 KAR 2210



iii

(Is ATM a computer — Held the enlarged definition of "computers" in the
Information Technology Act cannot be made use of interpreting an Entry under fiscal
legislation).

I LEGAL RECOGNITION AND AUTHENTICATION OF ELECTRONIC
RECORDS (a move to facilitate e-commerce) 6-7 classes

UNCITRAL Model Law on Electronic Commerce, and e-signatures (1996 and
2001);

Legal Recognition under IT Act(ss,4-5);Authentication of records (s.3) - Digital
signature(functional  equivalent of paper based signatures)s.2(1)(p);
function(confidentiality, authentication, integrity and non-repudiation);
Authentication by use of ‘asymmetric cryptosystem (s.2(1)(f)’, key pair
(s.2(1)(x),public key(2(1)(zc), private key(s.2(1)(zd), hash function (s.3),
electronic signatures(ss. S.2(1)(ta) and 3A), affixing electronic signature
S.2(1)(d); secured electronic record(s.14) and secure electronic signature(s.15);
s.85B(2)(a),The Evidence Act, 1872 (Presumptions to electronic record and
electronic signatures); S.67A and 73A the Evidence Act, 1872 (Proof as to
electronic signature and proof of verification of digital signatures)

Public key infrastructure and Hierarchy (ss.17-26); Role of certifying authorities,
Electronic signature certificates, its suspension and revocation (ss.2(tb), 35-42);
publishing false digital signatures and publication of digital signatures for
fraudulent purposes are offences under the Act (ss.73, 74 )

Originator, addressee, Attribution, Acknowledgment and Despatch of Electronic
Records -ss. 11-13

III CIVIL LIABILITIES 6-7 classes
Cyber Torts

Dispute Resolution under IT Act - Adjudicating officer and Appellate tribunal
under the Information Technology Act, 2000 (s.46 and s.57)

Damage to computer and computer system -(s.43) — access/facilitates access, data
theft, virus attacks, email bombings, denial of service attack, damage to computer
source code

1. Vinod Kaushik v. Madhvika Joshi, WP(C) 160/2012, Delhi High Court, order

dt. 27/01/2012 available at 1
https://it.maharashtra.gov.in/Site/Upload/ACT/Madhvika%20V s%20K aushik-
highcourt.PDF

Amit Dilip Patwardhan v. Rud India Chains Pvt. Ltd., Adjudicating Officer,
decided on 15/04/2013 complaint no. 1 of 2013 available at



Iv.

v

https://it. maharashtra.gov.in/Site/Upload/ACT/AmitPatwardhanVsRudIndiaVipin
Rao0%2015Apr%202013%20Rajesh%20Aggarwal.pdf

State Bank of India v. Chander Kalani, 2019 SCC online Del 7031

Data Protection (ss.43A r/w sensitive personal information rules, 45, 72, 72A) -
Privacy issues-use of  personal information- supplied to commercial sites,
cookies, cloud computing; S,67C (preservation of information by intermediaries)
2. Sanjay Dhande v. ICICI Bank and Vodafone decided on 16/01/2014 complaint
no. 30 of 26" Sep. 2013 available at 4
https://it. maharashtra.gov.in/Site//ACT/DIT_Adjudication_SanjayDhande_vs_IC
1IC1&Ors-16012014.pdf; Vodafone Idea Ltd v. Sanjay Govind Dhande, 2020 SCC
Online TDSAT 124

Chander Kalani v. SBI Bank, complaint no. 1 of 2014 decided on 12/01/2015
available at
https://it.maharashtra.gov.in/Site/Upload/ACT/DIT_Adjudication_Chander%20K
alani_Vs_SBI Ors-12012015.PDF;

3. State Bank of India v.Chander Kalani TDSAT Cyber Appeal No. 13of 2015
decided on July 31,2018 available at tdsat.gov.in 14

Online defamation

SMC Pneumatics (India) Pvt. Ltd. v. Jogesh Kwatra,, suit no. 1201/2001 , New
Suit No. 65/14 Delhi district Court decided on Feb 12, 2014 available at:
http://indiankanoon.org/doc/31110930/

CRIMINAL LIABILITIES 8 -9 classes

Cyber Crimes- financial frauds (money laundering, credit card frauds, social crimes
-cyber stalking, pornography, identity theft, ipr related crimes, cyber terrorism,
defamation (s.43 read with s.66; ss. 65-67B)

Tampering with computer source code (s.65)
4.Syed Asifuddin v. State of Andhra Pradesh, 2006 (1) ALD (Cri) 96; 2005 CriLJ

4314 20
5. Sanjay Kumar v State of Haryana P&H CRR No. 66 of 2013 dt
10/01/2013(65, 66) 31

Hacking (s,43(i) read with s5.66)

6. State of A.P. through Inspector of Police, Cyber Crimes P.S., CID, Hyderabad
v. Prabhakar Sampath, Add. CMM Hyderabad, decided on 31/03/2015, CC 489
0f 2010 available at: www.prashantmali.com/cyber-law-cases 36

Identity Theft and cheating by Personation (ss.66C and 66D) (phishing, email
spoofing, password theft etc.)

7. NAASCOM v. Ajay Sood, 119 (2005) DLT 596 (Phishing) 39

Obscenity and Pornography (ss.66E, 67, 67A, 67B, 5.292 IPC)
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8. Aveek Sarkar v. State of West Bengal (SC) Criminal Appeal no. 902 of 2004
decided on 3/2/2014 (Obscenity Test) 42
9. State of Tamil Nadu v. SuhasKatti,Decided by CMM, Egmore, decided on
Nov. 5, 2004available at http://www.prashantmali.com/cyber-law-cases;
http://www.legalserviceindia.com/lawforum/index.php?topic=2238.0 51
Avinash Bajaj v.State, Delhi HC decided on 29/05/2008 available at
https://indiankanoon.org/doc/309722/
Air Force Bal Bharti School Case
10. The State (Cyber Cell) ...Complainant v. Yogisha @ Yogesh Pandurang
Prabhu, Addl. Chief Metropolitan Magistrate, 37th court, Esplanade, Mumbai
C.C. No. 3700686/ps/2009 decided on 3/07/2015 available at:
http://www.cyberlawconsulting.com/Y ogesh%20Prabhu%20Vs%?20State-
%20Cyber%20Stalking.pdf (s.66E. S.67. S. 67A) 55
11. Magbool Fida Husain v.Raj Kumar Pandey, Delhi HC decided on 8/5/2008
Vaibhav Jain v. Vice Chancellor Devi Ahilya Vishwavidyalaya, decided on 3™
Jan 2002 , available at Indian Kanoon - http://indiankanoon.org/doc/521882/

e (Cyber Stalking (ss.354D, 509 IPC) 66
Ritu Kohli Case (Del)

e  Cyber Terrorism (s.66F)
Rakesh v.Central Bureau, Delhi District Court, 2011 5 February, 2011(Delhi
Blast case -terror e-mail sent by hacking "Wi Fi in Mumbai)

Admissibility of Electronic Evidence — ss. 65A and 65B, The Evidence Act, 1872
12. Anvar P.V v.P.K.Basheer, Supreme Court, decided on 18 September, 2014,
Civil Appeal No.. 4226 of 2012, available at
http://indiankanoon.org/doc/187283766/ 79
Arjun Pandit Rao Khotkar v. Kailash Kushanrao Gorantyal, 2020 SCC Online SC
571

V INTERMEDIARY LIABILITY 4 classes

Intermediary(s.2(1)(w), cyber café (s. 2(1)n(a)), Exemption from liability, due diligence
(s.79 r/w Intermediaries Guidelines Rules, 2011); s.72A

Cases

Shreya Singhal v U.O.1, SC decided on 24/03/2015

13.My Space Inc. v. Super Cassettes Industries Ltd., Delhi (DB), FAO(OS)

540/2011, C.M. APPL.20174/2011, 13919 & 17996/2015 decided on 23

December, 2016 available at http://indiankanoon.org/doc/12972852/ 87
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Avinash Bajaj v.State Delhi HC decided on 29/05/2008

14. Google India Pvt Ltd v. M/s Visaka Industries Ltd, A P High Court Crl P No, 7207 of
2009 dt 19/4/2011 available at http://www.cyberlawconsulting.com/cyber-cases.html 126
Google India Pvt. Ltd. v. Vishakha Industries, 2019 SCC Online SC 1587

15. Vyakti Vikas Kendra, Indian Public Charitable Trust v. Jitendra BaggaDel HC
CS(OS) No. 1340/2012decided on 09/05/2012 129

Amway India Enterprises Pvt. Ltd. v. IMg Technologies Pvt. Ltd, (Del) LA.
11335/2018CS  (OS) 410/2018 decided on July 8, 2019, available at
http://indiankanoon.org/doc/145401736/; Amazon Seller Services v. Modicare, Del(DB)
decided on 31/01/2020 available at: http://indiankanoon.org/doc/433357477/

VI CYBER SECURITY 4 classes

National Security- Interception, Blocking, Protected System (69-70B), procedure of
Blocking and Interception under the rules, and its interface with freedom of speech and
privacy, right to be forgotten

16. Shreya Singhal v U.O.I, SC decided on 24/03/2015(s. 66A) 132

Ratan Tata v Union of India, Writ Petition (Civil)No. 98 of 2010

Sreekanth C. Nair v. Developer of Web-Site, Kerala High Court 28 August 2008, Cr. R.P.
No0.2900 of 2008available athttps://indiankanoon.org/doc/1915848/

Justice K S Puttaswamy v. Union of India, 2017 SCC Online SC 996

Anuradha Bhasin v. Union of India, (2020) 3 SCC 637;2020 SCC Online SC 25

PART B — APPLICABILITY OF OTHER LAWS ON E-COMMERCE

VII. E- CONTRACTS 4 classes
Kinds of Contracts -email, web contracts, Standard form contracts
Formation of E-contracts - application of The Contract Act, 1872 viz a viz ss.10A,11-13
IT Act
United Nations Convention on the Use of Electronic Communications in International
Contract 2005

Trimex International Fze ... v.Vedanta Aluminium Limited,India decided on 22 January,
2010 (SC) Arbitration petition no. 10 of 2009 (email exchange between parties regarding
mutual obligations constitute a contract)

17. World Wrestling entertainment v. Reshma Collections, FAO (0S) 506/2013 in CM
Nos. 17627/2013, 18606/2013, Del(DB) decided on 15/10/2014 181

P.R. Transport Agency v. Union of India, AIR 2006 All 23.
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VIII TRADE MARKS AND DOMAIN NAMES 3 classes

Domain names — functions, use as trade mark, infringement/ passing off -reputed marks
marks (cybersquatting, keywords sale by search engines); Dispute resolution under —
ICANN Policy-UDRP, INDRP

18. Satyam Infoway Ltd v Sify net solutions Pvt. Ltd., AIR 2004 SC 3540

Aqua Minerals v. Pramod Barse, 2001 PTC 619 (Del) 195

IX JURISDICTION IN CYBERSPACE 4-5 classes

No geographical boundaries, applicability of traditional rules of jurisdiction on internet,
rules of private international law; passive/interactive web sites; personal jurisdiction on
defendant -Cause of action(s.20 CPC(ss. Criminal jurisdiction (the Code of Criminal
Procedure, 1973 - ss. 177-179 , 186,188 and 189); Extraterritorial Jurisdiction under IT
Act (s.1(2), s75, s.3 IPC)

Cases:
19. Banyan Tree Holdings (P) Ltd v. A Murali Krishna Reddy, CS (OS) No. 894/2008,
Del(DB), decided on 23/11/2009; 205

P.R. Transport Agency v. Union of India, AIR 2006 All 23.

Super CassettesIndustries Ltd v. Myspace Inc., IA No.15781/2008 & IA No. 3085/2009
in CS (OS) No. 2682/2008(Del) decided on 29/07/2011

World Wrestling entertainment v. Reshma Collections, FAO (OS) 506/2013 in CM Nos.
17627/2013, 18606/2013, Del(DB) decided on 15/10/2014

Big Tree Entertainment v. Saturday Sunday Media Internet, CS (COMM) Nos. 53/2015
and 54/2015 (Del) decided on 21/12/2015

Impresario Entertainment & Hospitality Pvt. Ltd v. S & D Hospitality, 1.A. Nos.
1950/2017 in CS(COMM) 111/2017 (Del) decided on 3/01/2018

Magbool Fida Husain v. Raj Kumar Pandey, Delhi HC decided on 8/5/2008

BOOKS AND READINGS RECOMMENDED

Books

Kamath Nandan, Law Relating to Computers Internet & E-commerce - A Guide to
Cyberlaws & The Information Technology Act, Rules, Regulations and Notifications
along with Latest Case Laws 5™ Ed. (2016)

Karnika Seth,Computers Internet and New Technology Laws (2016)

Kamlesh K Bajaj, Debjani Nag, E-commerce: the cutting edge of business, 2" Ed. (2005)
Apar Gupta, Commentary on Information Technology Act(2016)

Aparna Viswanathan, Cyber Law (Indian & International Perspectives on key topics
including Data Security, E-commerce, Cloud Computing and Cyber Crimes)(2012)
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e Prashant Mali, Cyber Law and Cyber Crimes,2nd Ed.(2015)

e  Debrati Halder & H Jaishanker, Cyber Crimes Against Women, Sage Publications 1st Ed.(2017)

e Vakul Sharma, Information Technology Law & Practice 6™ Ed. (2018)

o  Chris Reed, Internet Law Text and Materials (2010)

e Ferrera et al, Cyber Law Text and Cases 3" Ed. (2012)

e Internet Law and Practice by International Contributors, West Thomson Reuters, South
Asian Edition (2013)

e SK Verma and Raman Mittal (Eds.), Legal Dimensions of Cyberspace, (2004)

e Lawrence Lessig, Code and Other Laws of Cyberspace 1999, Code version 2.0, Basic
Books Publication (2006)

e-Readings

1. Nishith Desai, E-commerce in India — Legal, tax and regulatory analysis available at
http://www.nishithdesai.com/fileadmin/user_upload/pdfs/Research%20Papers/E-
Commerce_in_India.pdf

2. Hemali Shah and Aashish Srivastavat “Signature Provisions in the Amended Indian
Information Technology Act 2000: Legislative Chaos”, 43 Comm. L. World Rev. 208
2014 available at http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2748441

3. Christopher Reed, “Legally binding electronic documents: Digital Signatures and
Authentication 35(1) International Lawyer 89-106 available at
http://www.jstor.org/stable/40707597

4. “Cyber Laws of India”, www.iibf.org.in/documents/Cyber-Laws-chapter-in-Legal-
Aspects-Book.pdf(Book on IT security of IIBF published by Taxmann Publishers

5. Clay Wilson, “Cyber Crimes”, in Fraklin D. Kramer, Stuart H. Starr and Lerry K. Wentz
(Eds.), Cyberpower and National Security, University of Nebrasaka Press: Potomac
Books, available at http://www.jstor.com/stable/j.ctt1djmhj1.23

6. Amlan Mohanty, New Crimes under the Information Technology Amendment Act, 7
Ind. J. L. & Tech. 103 (2011) available at Westlaw India

7. Michael Gisler et. Al, “Legal Aspects of Electronic Contracts”, available
athttp://kavehh.com/my%20Document/Essex/Digital %20signature/legal %20aspect %20of
9%?20Electronic%20Contracts.pdf

8. Mayuri Patel and Subhasis Saha, “Trade Mark in Digital Era”, 13 JIPR 118-128 (March
2008) available at
http://nopr.niscair.res.in/bitstream/123456789/425/1/JIPR%2013%282%29%20%282008
9%29%720118-128.pdf

9. Frosio, Giancarlo, Internet Intermediary Liability: WILMap, Theory and Trends (October

16, 2017). 13(1) Indian Journal of Law and Technology (2017) ; Centre for International
Intellectual Property Studies, Research Paper No. 2017-10. Available at SSRN:
https://ssrn.com/abstract=3053966.



Vinod Kaushik v. Madhvika Joshi
W.P.(C) 160/2012 Delhi HC order dt 27.01.2012

HON'BLE MR. JUSTICE VIPIN SANGHI - This petition has been filed under Article
226 of the Constitution of India to assail the order passed by Sh. Rajesh Aggarwal, the
Adjudicating Officer under the Information Technology Act, 2000, Government of
Maharashtra in Complaint No. 2/2010 preferred by the petitioners before the said officer.
The reason for filing this petition before this Court is that the Cyber Appellate Tribunal,
New Delhi, to which an appeal lies against the impugned order, is bereft of the Chairman,
and the Tribunal is not in a position to function. Consequently, the jurisdiction of this Court
has been invoked.

The petitioners preferred the aforesaid complaint against, inter alia, Ms.Madhvika Joshi,
Respondent No.1. Petitioner No. 2 was married to Ms. Madhvika Joshi, whereas petitioner
No. 1 is the father-in-law of Ms. Madhvika Joshi. Ms. Madhvika Joshi accessed the e-mail
accounts of both the petitioners and printed chat sessions and e-mails from these accounts,
which she has used to pursue her case filed against the petitioners under Section 498A IPC.
The learned Adjudicating Officer in a well-reasoned order has held that respondent No. 1 is
technically guilty of breaching Section 43 of the Information Technology Act (IT Act).
However, he observes that respondent No. 1 has utilized the information retrieved by her
from the e-mail accounts of the petitioners only for the purpose of pursuing her case against
the petitioners, and for no other purpose. She has not used the said information for any

other purpose, such as to malign the petitioners or cause any loss to them, and the
information retrieved by her has been given only to the police authorities or the Court. On
this basis, the Adjudicating Officer has held that the petitioners are not entitled to claim any
damages from the respondent No. 1. The Adjudicating Officer has proceeded to impose
token fine of Rs.100/- upon respondent No. 1 under Section 66C of the Act.

Section 43 of the IT Act, inter alia, provides that ?If any person without permission of
the owner or any other person who is incharge of a computer, computer system or computer
network, ?.. 7.. ?.. downloads, copies or extracts any data, computer data base information
from such computer, computer system or computer network including information or data
held or stored in any removable storage medium;? such person shall be liable to pay
damages by way of compensation to the person so affected.

The claim for compensation would not arise merely on account of the breach of Section
43. The claim would have to be established like in Civil Court, by making requisite
averments with regard to the damage suffered, and thereafter by leading evidence in support
thereof, to show that one or the other prohibited activities enumerated in Section 43 of the
IT Act have resulted in the sufferance of damages by the person concerned.

In the present case, the petitioners evidently have not lead any evidence to show as to
what damage they have suffered on account of the retrieval of their e-mails and chat sessions
by respondent No. 1. These e-mails and chat sessions have been used by respondent No. 1 in
her case lodged against the petitioners under Section 498A IPC. Admittedly, this

information has not been made public by respondent No. 1 to malign the petitioners or to
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hurt their business or reputation. The information has been provided only to the police
authorities or to the Court.

The claim for damages and compensation made by the petitioners is worded in the
following manner in their written final argument before the Adjudicating Officer:
738. In this case, accused R-1, R-2 and R-3 had put the victims to huge financial losses to
the tune of Rs. 50 lacs; (a) by dragging them into unwanted litigation by registering a false
498A Case (b) by keeping the Complainant?s son in eight days police custody by waving the
copies of these illegally hacked, fabricated and created chat sessions (c) by delaying
overseas business assignment of the complainant to Hong Kong (d) by blocking the client-
site posting of the Complainant?s son Neeraj to USA by way of unauthorized seizure of
passport through Police (e) by blocking various business opportunities of the Complainant
by way of deleting business mails of the complainant regularly and repeatedly for more
than 15 months (f) by damaging reputation in the society.

As such Neeraj and the complainant are entitled for every relief including the
iscretionary benefits under the Law inforce and hence entitled for all the due
relief/compensation legally under the IT Act 2000 as prayed for with cost of the suit as
detailed below:

A. Rs. One Lac three thousand paid towards Court Fee/application money.

B. Rs. 25,000/- towards expenses incurred on lodging and travelling to Pune  and
Mumbai for pursuing the case at Cyber Crime Cell Pune, before the Hon?ble Adjucating
Officer at Mantralaya Mumbai and attending hearing dates.

C. Rs. 50,000/- towards litigation charges paid to the Counsel.
D. Rs. 5000/- towards documentation expenses.

39. Since the complaint is legally tenable and the complainant and Neeraj Kaushik are
entitled for the relief as prayed for by imposing heavy exemplary penalty and cost on the
Respondents alongwith rigorous imprisonment, so that any such economically well placed
employees and the companies could not date to repeat such mal practices and offences
which would act as a deterrent for one and for all in future.?

The aforesaid claim has been rejected by the Adjudicating Officer and, in my view,
rightly so. The right of the respondent to pursue legal remedies available to her, including
under Section 498A IPC, cannot be questioned. The invocation of a right available to a
person to ventilate his or her grievances, and to take action against perceived illegalities

and criminalities does not give a cause of action to claim damages to those against whom
action may be initiated because of such complaints/actions, unless it is eventually found that
such complaints/actions was filed maliciously.

The petitioners cannot have any grievance because the respondent No.l has lead in
evidence of the materials collected by her in support of her case by breaching Section 43 of
the L.T. Act. All the consequences flowing on account of registration of the case under
Section 498A IPC against the petitioners are remote and indirect consequences. In any event,
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it is too premature to conclude that respondent No.l is accountable for the so called
damages.

This being the position, I find no merit in this petition so far as the petitioners claim for
damages has been rejected. In case it is held by the concerned Court that the proceedings
under Section 498A have been maliciously instituted, it shall be open to the petitioners, at
that stage, to take appropriate steps to claim damages against the respondent No. 1 for loses
or damages directly arising from such conduct of respondent No.1.

So far as the submission with regard to the levy of token fine of Rs.100/- under Section
66C is concerned, I find no merit in the same either. The submission of the petitioners in this
respect is that the said fine cannot be imposed by the Adjudicating Officer, who functions

like a Civil Court, whereas the fine could be imposed by a Criminal court dealing with the
offences made out under the Act. The fine has been imposed under Section 66C against the
respondent No. 1. In case respondent No. 1 is aggrieved by the said token fine on the ground
that the adjudicating authority did not have jurisdiction to levy the same under Section 66C,
it shall be open to her to take appropriate action.

Dismissed.

shskeoskoskok

SELF LEARNING STIMULATING EXERCISES

1. Suppose the woman in above case not knowing the passwords, hires someone to gain
unauthorized access to the accounts of her husband and father in law.
Can the jurisdiction of Adjudicating officer (AO) be invoked if the act of
unauthorised access and download was executed from outside India? Whether AO
will have jurisdiction over a person who downloads and transmits copyrighted
database.
_(Hint - territorial jurisdiction and subject matter jurisdiction)

2. Whether the "doctrine of forum conveniens" apply to Statutory Second Appeal to
High Court under Section 62 of the IT Act 2000? Or would Cause of action and situs
of the original jurisdiction of the first forum (as to which High Court is the
Adjudicating Officer subordinate) be a relevant factor in determining jurisdiction? Is
"Telecom Disputes Settlement & Appellate Tribunal New Delhi" having its seat in
Delhi, only subject to jurisdiction of Delhi High Court or is TDSAT subject to
jurisdictions of all the High Courts in India?

(Hint - State Bank Of India vs Mr. Chander Kalani And Anr. (First Appeal Order no.
547/2018, HIGH COURT OF DELHI) Judgment delivered on:14thFebruary, 2019)

3. Whether the cyber contraventions/civil liabilities, mentioned in various clauses of
Section 43 require intention to cause damage or intention does not matter at all.



Sh. Sanjay Govind Dhande v. ICICI Bank; Vodafone India
Adjudicating Officer (Mumbai)
Complaint No. 30 of 2013 dated 26™ September 2013 decided on 16/01/201

Sh. Rajesh Aggarwal:
1. Brief Facts of the Case as per Complainants are as follows:

Complainant 1 and 2 are the Directors of M/S Sango Consultants Pvt. Ltd, Pune which
is listed as Complainant No. 3. Complainants hold a Current account bearing No
007305008xxx with ICICI Bank, Aundh Branch, Pune (Respondent No. 1).

Complainants state that, between dates 6™ to 10" September 2013, many fraudulent
fund transfers amounting to about Rupees 19 lacs were done by an Unknown persons
from their account.

Complainant 2 states that the current account is linked with the mobile number
(8552902xxx) which was issued by Respondent No. 2.

Complainant 2 states that, Respondent No. 2 and 3 (Vodafone) have not taken
adequate safeguards to protect Complainant’s data with them. Respondent No. 2
issued a duplicate SIM Card of Complainant’s Mobile Number to Fraudsters without
cross-checking the documents submitted by the fraudsters with the Original identity
documents which were submitted by the Complainant. Due to this act of Respondent
No. 2, fraudsters have managed to commit grave illegal act and has caused great
financial loss to the Complainants.

Chronological Events:
On 6™ September 2013, the Complainants mobile phone stopped functioning in proper
manner.

a. On 7™ September 2013, Complainants through their family driver contacted
Vodafone Shop located in Sanghvi, Pune. The concerned Representative of
Respondent No. 2 checked the phone and informed that the Phone instrument is
working properly, but, the SIM card needs to be replaced.

b. Complainant states that as September 8" and 9" were holidays, the Complainant
contacted Vodafone office (Respondent No. 2) on 10" September 2013.
Complainant submitted an application for new SIM Card with all the verification
proofs such as copy of PAN Card and photograph etc. and a new SIM card was
issued by Respondent No. 2 Complainant states that however, the calls were
getting diverted to some other number. Hence the Complainant again contacted
Respondent No. 2 office and they corrected the database and the phone number
started functioning properly from evening hours of 10" September 2013.
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VI.

C. Complainant states that during the period when their mobile was non-functional,

the fraudulent transactions took place, and amount to the tune of Rupees
19,01,073.16 was fraudulently siphoned off.

d. Complainant states that it is admitted position by Respondent No. 2 that the fake

SIM card was indeed issued by Vodafone on 6™ September 2013 at their
franchisee office in Nagpur. This information was revealed to Complainant when
he went to submit a complaint to Vodafone on 16™ September 2013.

€. Complainant initiated a police complaint and FIR was registered with

Chaturshringi Police Station, Pune bearing CR No. 315/2013 on 14" September
2013, and later the case was transferred to Cyber Crime Cell, Pune for the further
investigation.

Complainants have submitted Copy of the Bank account statement, Copy of the
FIR registered at Chaturshringi Police Station, Pune, Copy of the correspondence
with Dy. Branch Manager, ICICI bank, Aundh Branch, Pune dated 11" September
2013, Copy of the correspondence with Dy. Branch Manager, ICICI bank, Aundh
Branch, Pune dated 16™ September 2013, and Copy of the correspondence with MD
& CEO, ICICI bank, Mumbai, dated 21* September 2013.

Paras 2-6 deleted

7. My analysis of the documents before me, and the arguments made by various parties

before me, is as follows:

Both ICICI and Vodafone, two big names in Banking and Telecom sector
respectively, have badly let their customers down, and are totally nonrepentant about
their laxity, bordering on connivance, which has resulted in this crime.

Il. Before passing any order in this case, I think it is important to realize that Net
banking and mobile banking are increasingly being promoted by the Banks, and used
by their customers, to do financial transactions. While the customers are expected to
use their discretion to secure their net banking /mobile banking IDs and passwords,
the onus of securing customer’s data is on the banks. Similar is the case with
telecommunication companies that bask in huge revenues due to use of mobile
services by their customers.

The Government has realized the critical importance of security of the data reposed
with banks and telecommunication companies and has enacted laws and issued
various guidelines to ensure basic minimum security of consumers’ data and money.
Section 43 and 43A of the Information Technology Act, 2000 (IT Act) are steps in
the same direction. Likewise, the KYC norms issued by the RBI and the guidelines
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for issuance of SIM cards issued by TRAI/DOT are also measures that go a long
way in protecting the interest of the innocent citizens.

First, let me deal with the laxity shown by ICICI Bank, which has resulted in this
crime.

. ICICI has been treating KYC norms with total impunity. Account of Vinayak

Tilotakar turned out bogus. Address of Ravi Kumar Singh was bogus. One Pankaj
Jain opened account in false name Ashish Aggarwal in Bangalore. And so on. Police
says that their bank manager Ms. Asmita Pangarkar may have been lax in opening
many other bogus accounts. Still, the bank is neither cooperating with the police, nor
doing any internal investigation.

. ICICI Bank has not given to the police the CCTV footage of ATM & in person

Cheque / Cash withdrawal at Branch.

The use of foreign IP addresses and fast withdrawals, totally at variance with the
normal transaction activities of the complainants, also did not raise any alerts within
the bank’s system. This shows that real-time fraud analytics are not in place.

. Despite this being a case of huge financial loss to the customer, the bank has done no

meaningful internal investigations. Their Fraud Investigation Unit (FIU), mandated
by RBI guidelines, seems nonexistent.

. I have carefully gone through the “Master Circular — Know Your Customer (KYC)

norms / Anti-Money Laundering (AML) standards/ Combating of Financing of
Terrorism (CFT)/Obligation of banks under PMLA, 2002 " dated 2nd July 2012, and
find that ICICI Bank has violated para 2.8 of the circular regarding Money Mule
Accounts by not taking sufficient precautions in this regard.

I have also carefully gone through the “Guidelines on Information security,
Electronic Banking, Technology risk management and cyber frauds” issued by RBI
on 29/04/2011. It has detailed instructions to Banks on Fraud Risk Management; need
of strong KYC norms to prevent cybercrimes; Transaction monitoring; Dedicated
email ID and phone number for reporting suspected frauds; Mystery shopping and
reviews; reporting of frauds as indicated in the RBI circular, dated July 1, 2010;
Filing of police complaints (Banks should readily share data and documents
requested by the police even in cases where the bank in question is not the victim of
the fraud but has been a receiver of fraudulent monies into its accounts); customer
awareness etc. It is very clear that ICICI falls short on many of these counts, which
has contributed to its customer getting cheated of his hard earned money. Chapter 6
on Cyber Frauds in the RBI notification dated 29/04/2011 clearly mentions that “...
the response of most of the banks to frauds in these areas needs further improvement,

2

thereby avoiding putting the entire onus on the customer ... "
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g.

I have also gone through the Internet websites indicating protection offered by
various banks abroad to their customers who use electronic channels to conduct
transactions. Most of the banks in USA and in other developed nations INSURE their
customers against online/ATM frauds etc., beyond a liability of 50 dollars. Section
909 of the “Electronic Fund Transfer Act” of USA dealing with Consumer Liability
is really loaded in favour of the consumer. It is expected that in India also, the banks
will not only educate the customers about precautions to be taken while using Net
Banking, or credit/debit/ATM cards, but will also insure the customers against
possible frauds. It is quite sad to see the Global Banks operating in India proclaiming
very loudly that they are following best international practices, but not giving its
Indian customers same level of protection what they offer abroad.

Criminals mainly used accounts of ICICI opened on fake papers to defraud the
complainant. It is my view that if the KYC norms were strictly followed by the Bank
or if the CCTVs had been working, it could have helped the enforcement agencies to
trace the fraudsters and the Complainant’s money could have been recovered.

I also have on record an emotional letter written by complainant Sh. Sanjay Dhande
to MD & CEO of ICICI Bank Smt. Chanda Kochar. He says that he has served as
Director IIT, Kanpur for 11 years, has received Padmashree Award for his services to
the Nation, and is presently a member of National Security Advisory Board. That
Smt. Kochar or her office has not even bothered to reply to this letter shows how
shabbily they treat their customers, and how their grievance redressal mechanism has
totally broken down.

V. Now, let me deal with the issue of laxity, almost bordering on connivance, on part of

a.

Vodafone, which has resulted in this crime.

There is an undeniable direct nexus between blocking of SIM card of the
Complainant, issuance and use of the duplicate SIM card by the fraudster and
unauthorized financial transactions from the account of the Complainant. In fact, the
Bank transactions happened after the duplicate SIM card was procured and activated
by the fraudster.

As I understand, it is common practice to register one’s mobile number with banks.
Banks use this number for any communication regarding the associated bank account
with the customer. The mobile number is used by the banks to identify their
customer. It could also be used, along with certain other details, in case one wanted to
change ones password or create a One Time Password (OTP) for doing a transaction.
In this particular case, ICICI documents show that not only bank transaction alerts,
but even OTP was sent to the duplicate SIM card.

It is not farfetched to state that the duplicate SIM card was used by the fraudster to
access the password/id of the Complainant. According to me, access by the fraudster
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to the Complainant’s SIM card has played a major role in accomplishing the
unauthorized financial transaction. Further, blocking of the SIM card of the
Complainant by Vodafone also disabled the Complainant from getting alerts from his
ICICI Bank account.

. Based on the facts and documents placed before me, it is clear that Vodafone did not
check the authenticity of the claim or reason for issuance of a duplicate SIM card.
They did not check the picture on the fake license with their database; nor was the
sign matched; the online File Net system was down for days. The person took the
blank form, and came back in ten minutes, with forged details, a photo of male
person on scanned normal paper rather than a proper photo; there is no payment
receipt for duplicate card fees; the store manager was not in shop but came next day
and backdated his signature on the form — the list of omissions is endless. , They
didn't even bother to check if the number was in use and active or not. A mere phone
call on the Complainant’s mobile number, which is the minimum due diligence one
would expect, could have averted the difficulties and agony suffered by the
Complainant.

Clearly, Vodafone has been negligent in giving duplicate SIM to fake person by not
following the procedure laid down by the Government and its own company policy
document submitted to me.

The apathy of the telecom companies towards observance of
norms/regulations/guidelines related to proper and effective subscriber verification
has been brought to the fore in the Hon’ Supreme Court in Avishek Goenka Vs.
Union of India & Anr. case the decision of which was delivered on April 27, 2012.
The Supreme Court in that case took note of the fact the SIM cards are provided
without any proper verification, which causes serious security threat as well as
encourages malpractices in the telecom sector. It appears that the concerns raised in
that case have not been given any heed to by Vodafone.

When a citizen applies for obtaining a SIM card, he provides a battery of information
which is personal and sensitive in nature. He reposes his faith and trust in the
company that his details and data would not be shared with third parties. It is not hard
to realize that such information, if falling in wrong hands, can be misused. A SIM
card is a veritable key to person’s sensitive financial and personal information.
Realizing this, there are clear guidelines issued by the DOT regarding the issuance of
SIM cards. The IT Act also intends to ensure that electronic personal and sensitive
data is kept secured and reasonable measures are used to maintain its confidentiality
and integrity. It is extremely crucial that Telecom companies actively follow strict
security procedures while issuing SIM cards, especially in wake of the fact that
mobiles are being increasingly used to undertake financial transactions. In many a
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case brought before me, financial frauds have been committed by fraudsters using the

registered mobile numbers of the banks’ account holders.

h. By not implementing security procedures, Vodafone is jeopardizing the sensitive and
personal data of all its customers and in a way abetting in commission of frauds

related financial transaction.

i.  This is starkly brought out by the following papers from Police investigation:

Original Agreement Form submitted by Smt. Medha Dhande
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Duplicate SIM Replacement form & forged passport documents submitted by the

Fraudster:
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J. In arguments before me, Vodafone has further tied itself in knots. They claim that
they are not dealing with, handling or storing the Contents of Voice or Text
messages, and hence they are not dealing with Personal Sensitive data. Then they
contradict themselves by stating that:

In Services dated 6™ November 2011 granted by the Department of Telecom to
Respondent No. 3, under the scope of the 'services' the Respondent No. 3 is entitled to
provide "collection, carriage, transmission and delivery of voice and/or non-voice
messages over the Licensee's network in the designated Service Area'.

k. They also state that they do not have any access to the content of the messages
(voice or text) being transmitted over its network and it neither stores or possesses
nor handles or deals with the content of the messages (voice or text) being
transmitted over its network. This is amusing, given that they store SMSes and
MMSes, albeit in transit, and provide interception facilities to Police and others. In
fact, even the Metadata, i.e. caller and called number logs, locations, duration and
time of call etc. are highly sensitive personal data. Who called suicide helpline, or
AIDS helpline, who is calling whom frequently at night, which two phones were in
close vicinity for how long, all this is undoubtedly highly sensitive, personal data.
The content of voice call or SMS  or MMS s obviously still

more sensitive. Hence, a Telecommunication company saying that they
do not “handle” sensitive, personal data, is an argument which has no merit at all.

|. They also state that this is a “high profile case” and they have suspended two
employees of the franchise. They also admit that clearly a duplicate SIM card was
issued by their Nagpur franchise to an imposter, and their own rules and procedures
were violated by the franchisee.

8. In light of the foregoing discussions, in my considered view:

(@) During Police investigations or ICICI Bank’s internal investigations, if any, it is not the
case that the complainant deliberately or negligent divulged all his details to the
criminals. Hence the liability of the loss cannot be passed on to him. Also, the complaint
is not a novice in electronic transactions. In fact, the complainant Sh. Sanjay Dhande
has served as Director, Indian Institute of Technology for 11 years, has been
awarded Padmashree for his services to the Nation, and is presently a Member of
the National Security Advisory Board.

(b) As Rupees 3.26 lakhs have been reversed out of initial fraud of Rupees 19 lakhs, I assess
total fair compensation to complainants at about Rupees 18 lakhs, to cover their loss and
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legal fees etc. Vodafone must share bigger blame because duplicate SIM card played
most critical role in this crime.

(€) ICICI Bank has defaulted on multiple counts as enumerated earlier in my Analysis of this

case. Their omissions fall within the ambit of Section 43A of the IT Act. Accordingly, I
order Respondent 1, i.e. ICICI Bank to pay damages to the tune of Rupees 6,00,000 by
way of compensation to the Complainant, within a month of this order, failing which
compound interest of 12 percent compounded monthly will also be chargeable.

(d) Vodafone i.e. Respondent 3, by not following the reasonable security practices and

procedure and the established guidelines before issuing a duplicate SIM card, has led to
the access of sensitive personal data and information of the Complainant to an
unauthorized person and thereby caused wrongful loss to the Complainant. According to
me, this falls within the ambit of Section 43A of the IT Act. Accordingly, I order
Respondent 3, i.e. Vodafone to pay damages to the tune of Rupees 12,00,000 by way of
compensation to the Complainant, within a month of this order, failing which compound
interest of 12 percent compounded monthly will also be chargeable.

(e) I must also make a few suggestions to Department of Electronics and Information

(f)

Technology (DeiTY), Govt. of India regarding the Cyber Crimes. The IT Act was passed
in 2000. The Police, lawyers, Adjudicating officers, etc. are still not very familiar with
nuances of cyber crimes. Workshops of various stakeholders, including Adjudicating
Officers should be held, to sensitise and train them. The post of Chairman, Cyber
Appellate Tribunal is vacant for more than three years. Perhaps the focus needs to shift
from policing the cyber citizens to policing the cyber criminals? Perhaps a telephonic
Helpline to help the victims of cybercrimes may be useful. Hence, a copy of this order be
also sent to Secretary, DeiTY, Govt. of India, for debate within his Ministry on these
issues.

The Department of Telecommunications, Govt. of India, also needs a hard look at the
lack of Regulatory compliances by the telecom companies. The omissions on part of
Vodafone go beyond simple laxity, and almost border on connivance with the cyber
criminals. Hence copies of this order should also be sent to Secretary, DoT, Govt. Of
India and Chairman TRAL

(g) Both the departments, DeiTY and DoT, should note that forged papers with photograph

of ex-Union Minister of both these departments, Sh. Dayanidhi Maran have been used to
commit this crime.

(h) The role of ICICI in this crime is clearly established. What is sad is the lack of response

by their MD to victims of cybercrimes, indicating total apathy and breakdown of
grievance redressal mechanisms. I wonder what use are various Guidelines issued from
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time to time by RBI, on KYC, Money Laundering, Mule accounts, Fraud Investigation
Units, use of real time Analytics etc., if banks are flouting them with impunity, and there
is no supervisory mechanism or Third Party Audit mechanism by RBI. A copy of this
order be sent to Secretary Banking, Govt. of India, for further necessary action in this
regard.

sesfestesiesiesk

SELF LEARNING STIMULATING EXERCISES

1. Section 43A makes corporates liable to pay compensation for failure to protect

sensitive personal data and information in any computer resource which it owns,
controls or operates. Can a telecommunication company part with mobile phone bills
with a third party? If so, under what circumstances can they legally do it?
(Hint —-The Information Technology (Reasonable security practices and procedures
and sensitive personal data or information) Rules, 2011 and Information Technology
(Intermediaries guidelines) Rules, 2011 read with Section 67C, 72 and 72A of the IT
Act, 2000.)

2 Does the act of authentication of the Signatures as per KYC Norms issued by RBI,
amount to maintaining and implementing the security procedure in context of Sec 43A
and SPDI Rules? (Hint:Chander Kalani (TDSAT); Sanjay Dhande (TDSAT); Bank of
India v. Sandeep, (Cyber Appeal No. 3 of 2018) TDSAT decided on 20/12/2019).
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State Bank of India v Shri Chander Kalani

Cyber Appeal No. 13/2015 (TDSAT) decided on July 31, 2018

Shiva Kirti Singh, Chairperson — Aggrieved by order dated 12.01.2015 made by the
Adjudicating Officer, Government of Maharashtra (Principal Secretary, IT, Government of
Maharashtra) in Complaint No.l of 2014, the appellant, State Bank of India, has preferred this
Appeal under Section 57 of the Information Technology Act, 2000 (IT Act). By the impugned
order, the learned Adjudicating Officer has dealt with and disposed of a complaint filed by the
complainants, Shri Chander Kalani and his wife, Smt. Romi Kalani, in exercise of power under
Section 46 of the IT Act. The order discloses the brief facts of the case as per complainants, the
documents submitted by the parties including the Police Reports as well as the submissions
advanced on behalf of the parties. After analysing the documents and the arguments in the light of
facts available on record, the learned Adjudicating Officer has given his final conclusions in Para 6
of the order which is as under:
“6. In view of the above,
1.Complainant has been doing transactions with the banks only through
emails, which is insecure way of doing things. Mechanisms like alternate
email, SMS alerts etc. were not used. Complainant had not informed the
bank about his defunct mobile number. Hence, both the Complainant and
the Respondent Bank have to share the blame.
2.1 hold the Respondent No.1(State Bank of India) in violation of Section
43A of the IT Act, and order them to a compensation of Rupees (Rupees
Forty Lakhs) to the Complainant to partly cover his loss, within a month of
this order, failing which compound interest of 12 percent compounded
monthly will also be chargeable."
2. On behalf of the appellant Bank, Mr.Ramji Srinivasan, learned senior counsel has first
highlighted some of the facts with a view to substantiate the stand of the appellant Bank that the
complainant was not diligent. He highlighted that Mr.Kalani being a Non-Resident Indian (NRI)
had used his Email identity in the past for directing the Bank to create fixed deposits out of funds
available in his savings bank account. Of course, he had confirmed the same through his talks
from registered mobile number also, but at the time of relevant occurrence towards the end of
October, 2013, his phone had got defunct and he did not supply any alternative phone/mobile
number through which the Bank could recheck or confirm the instructions for transfer of funds
from his account to some other accounts as per instructions in the Emails originating in his name
from his Email ID. It was also highlighted by learned senior counsel that the complaint of
hacking of Email ID of the complainant was made belatedly on 13.12.2013 and thereafter the
Bank itself took steps to inform the Police as well as the two other banks where, in total, an
amount of 60000 GBP had been transferred and this led to recovery from one of the accounts of
16710 GBP(approx.) which was made available to the complainant.
3. According to learned senior counsel, the loss of approximately 43300 GBP was not on
account of any negligence on the part of the appellant Bank and therefore, the award of Rs.40
lakhs which is equivalent to almost the entire loss of 43300 GBP, to the complainant is not just
and proper; more so, when the learned Adjudicating Officer himself has held that both, the
complainants and the Bank have to share the blame.
4. It has further been argued that how the respondent Bank is liable to share the blame has not
been established by supply of reasons. It was urged that even if this finding is found acceptable,
the compensation should have been less and not Rs.40 lakhs so as to cover the entire alleged loss
to the complainant. It was also submitted that the Adjudicating Officer should have exercised his
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wide powers to obtain reports from experts as to whether the Email ID of the complainants was
actually hacked or not and if so, by whom.
5. Learned senior counsel for the appellant has also raised a plea that in the complaint petition
the complainant has also referred to Section 43(a)(b) but those provisions of law are not
attracted. According to him, Section 43A under which the claim for compensation has been
allowed does not provide for compensation for any wrongful loss etc. to any person from a body
corporate unless the facts lead to a conclusion that such body corporate is negligent in
implementing and maintaining reasonable security practices and procedures and that such
negligence has caused the wrongful loss to the person who has sought damages by way of
compensation.
6. So far as relevant and essential facts are concerned, the complaint dated 13.12.2013 filed
by the respondents discloses the particulars of an NRI Account which the complainants had in
the respondent Bank along with fixed deposits. The complainant stated that he had no bank
account in London where the money had been sent. Photocopy of Passport was also enclosed to
show that he has not travelled to London. He denied to have authorised termination of his fixed
deposits through Emails. He requested for restoring back the entire amount in his fixed deposits
accounts. Besides such complaint to the Manager of the Bank, he filed a complaint bearing No. I
of 2014 before the Adjudicating Officer on 30.12.2013 giving all the details. In addition to two
officials of the Bank, unknown persons were also shown as respondents. In Para 3, the
complainant has highlighted the crux of his complaint by stating that the complainants had never
sought facilities of any internet banking or phone banking nor had permitted in writing or orally
for entertaining any transactions using Email and yet three fixed deposits of the complainants
were fraudulently transferred to unknown beneficiaries upon fake Email requests. Complainants
alleged negligence on the part of respondent Bank in transferring the funds, approximately
amounting to Rs.63 lakhs and in sharing sensitive personal information (account details) with
unknown person in course of replying to the fake Emails. The complainants claimed to be senior
citizens and Non-Resident Indians(NRIs). They disclosed that while they are residents of
Mumbai, they also have business dealings in Lagos, Nigeria and West Africa. They had 6 joint
fixed deposits with the Bank having different maturity dates and amounts. On 13.12.2013, when
Mr.Kalani visited the Bank for updating the passbook and to collect one original FDR, he was
shocked to know that their FDs have been fraudulently broken and money transferred to some
account without any authorisation from them. It was alleged in the petition of complaint that the
Bank had transferred the amount arbitrarily and without any verification. It was also highlighted
that when the complainants had never opted for banking transactions through Email, phone or
internet, respondent Bank should have been diligent to cross-check before acting upon the fake
Emails. In the petition of complaint it was also highlighted that for transfer in foreign exchange,
signature of the account holder on A-2 Form is required and admittedly no signature of the
complainants was available on such form. Instead, the Bank acted on a scanned signature on A-
2 Form, that also of only one of the joint account holders.
7. In reply to the defence raised on behalf of appellant Bank, learned counsel for the
respondents/complainants submitted that the defence raised by the Bank in its pleadings has not
been substantiated by any material. There was no correspondence or document raising any doubt
in respect of grievances of the complainant. The Bank never doubted this in its complaint to the
Police nor the investigation by Police found anything wrong with the case lodged by the
complainant. It was submitted that use of Email by the complainant on one occasion was not for
taking out fund from the Bank in favour of any other entity but only for creating fixed deposits
with the Bank and that also was done after confirmation through registered mobile number. It
was also submitted that there was no delay in lodging the complaint of hacking of Email ID and
unauthorised transfer of funds from complainant's account. It was disclosed in the complaint to
the Bank Manager that the entire fraudulent and illegal transaction came to knowledge of the
complainant only when he visited the Bank on 13.12.2013 for updating the passbook and for
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collecting one original FDR. Even thereafter, the Bank acted on the information and was able to

recover a substantial amount of 16710 GBP and the same was given back to the complainant.

Had there been any wrong intention on the part of the complainant, no such amount could have

been traced or recovered on action initiated after his complaint.

8. Learned counsel for the respondent/complainant pointed out that the appellant has nowhere

denied the case of the complainant on any essential and material facts. There is no denial to the

averment in the petition of complaint that the Bank had transferred the amount; that the

complainant had never opted for transaction through Email, phone or internet and further that the

Bank should have been diligent to cross-check before acting upon the fraudulent Emails. It was

also highlighted that while requirement of A-2 Form is signature of the account holder, the joint

account from which money was transferred was in the name of husband and wife but the Bank

accepted such Form only with scanned signature of only one of them. It was vehemently argued

that scanned signature is no signature and when the complainants have not opted for netbanking,

phone banking or Email banking, appellant had to seek original signature of the account holders

before effecting the transfer. Admittedly, no digital signature of the complainants was used for

the fraudulent transaction.

9. Learned counsel for the respondent took us through each of the Emails dated 28.10.2013,
06.11.2013, 12.11.2013 and 25.11.2013 to point out how certain information in respect of FD
accounts and their numbers were supplied by the Bank itself and it facilitated the fraud. It has
been argued that supply of such information from the computer system of the Bank was
unauthorised and clearly a negligent act. Learned counsel referred to Para 26 in the Memo of
Appeal to point out that the appellant has acknowledged that the Adjudicating Officer examined
the police investigation reports dated 10.03.2014 and 26.08.2014 and that these reports confirmed
that the Email ID used by the fraudsters was hacked. Learned counsel pointed out that Section
43(a) and (b) has been mentioned in the claim petition because unknown persons who were
beneficiaries of the fraud have also been made parties as unknown. They could also be liable to
pay damages by way of compensation to the claimant and hoping that the Police may locate them,
the aforesaid provisions were mentioned. He clarified that the liability of the Bank is under
Section 43A and that is the finding of the Adjudicating Officer also who has allowed the claim
under said provision only.

10. Before adverting to the scope and ambit of Section 43A in the light of submissions

advanced on behalf of the appellant, it would be appropriate to conclude the issues of fact by

reverting to rejoinder submissions on behalf of the appellant. In reply, learned senior counsel for

the appellant submitted that the claimant has not filed any proof of hacking of his Email ID

which was necessary because in pleadings the Bank had not admitted hacking. According to him,

the jurisdictional facts for applicability of Section 43A have not been proved by the claimant. He

also submitted that the Adjudicating Officer ought to have asked the parties to lead evidence and

allowed the other parties to crossexamine such evidence before giving findings on disputed facts.

In other words, the submission is that the power to adjudicate under Section 46 of the IT Act has

not been exercised fairly and in an appropriate manner and that since the Adjudicating Officer

has some powers of a civil court and is deemed to be a civil court for certain purposes, it ought to

have followed the detailed procedure of holding a fair trial in respect of issues arising from rival

cases.

11. In view of last submission it is necessary to notice that under Section 46, the jurisdiction of
the Adjudicating Officer is limited to claim not exceeding Rs.5 crore. The rules of natural justice

are clearly applicable because subsection (2) of Section 46 requires the Adjudicating Officer to

provide a reasonable opportunity to the person alleged to have caused injury or damage, for

making representation in the matter and by holding inquiry through this process, if the

Adjudicating Officer is satisfied that such person has committed the contravention, he may

impose penalty or award such compensation as may be appropriate and in accordance with the

provisions of the IT Act. Considering the specific provision of giving reasonable opportunity to
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make representation and on such inquiry, a finding or satisfaction can be recorded, there is no
difficulty in holding that the procedure does not warrant an elaborate trial as is required to be
held by a civil court in a suit. No doubt some powers of civil court have been vested in the
Adjudicating Officer but these are only to enable the officer to summon or discover relevant
materials, whenever necessary for coming to a proper finding in such inquiry. From the powers,
it cannot be concluded that the inquiry should be replaced by an elaborate trial like that of a suit
in civil court. Such interpretation would defeat the very purpose of providing a summary
procedure of inquiry for adjudicating claims upto Rs.5 crore by the Tribunal under the IT Act.

12. Keeping in view the aforesaid discussion, the procedure adopted by the learned
Adjudicating Officer cannot be held to be against the procedure provided by the IT Act.

13. So far as pleadings and requirement of proof of hacking is concerned, it has already been
noted that admittedly police report supported the case of the claimant that his Email ID was
hacked and no material was produced by the appellant to create any doubt on this issue. The
submissions advanced on behalf of the respondent/complainant deserve acceptance. The
appellant failed to bring on record any material to rebut the case of the complainant that they had
never authorised the Bank to transfer their money to other bank or entities through internet or
Emails. Although a submission was advanced that the Bank, as a policy, had extended the
facility of banking through Emails to NRI account holders but nothing has been brought on
record to support this plea.

14. The Emails disclose that the Bank itself leaked-out certain vital information relating to
details and numbers of the Fixed Deposits of the complainants that were becoming due for
maturity. The transfer of funds on instructions through Emails and on a scanned signature on A-2
Form leave no manner of doubt that the Bank was negligent in sharing financial information of
the complainants which is covered by Rule 3 which defines sensitive personal data or
information under "The Information Technology (Reasonable Security

Practices and Procedures and Sensitive Personal Data or Information) Rules 2011 (hereinafter
referred to as the 'Rules'). Hence it can safely be held that the Bank, a body corporate, while
processing, dealing and handling sensitive personal data or information in its computer resource,
owned, controlled and operated by it, was negligent in not verifying from the available records
that the complainants had never authorised transfer of money or instructions through Email and
the act of the Bank in divulging informations relating to complainants' fixed deposits was also a
negligent act without implementing "reasonable security practices and procedures". Such
negligent acts did cause wrongful loss to the complainant. We find no good reasons or materials
to reverse the satisfaction arrived at the inquiry as recorded by the leamed Adjudicating Officer
in the impugned order. In the light of such finding on facts, we shall now revert to the legal
issue in respect of ambit, scope and applicability of Section 43A of the Act in the present case.
15. As already noted, the submission on behalf of the appellant is that negligence has to be
proved not in respect of any banking transaction leading to wrong transfer of funds but only in
implementing and maintaining reasonable security practices and procedures and compensation
can be allowed only when negligence of such nature relating to security practices and procedures
has caused wrongful loss to the claimants.

16. On a careful reading of Section 43A, it is absolutely clear that negligence in implementing
and maintaining reasonable security practices and procedures alone creates a liability to pay
damages or compensation under Section 43A, if such negligence has caused wrongful loss or
wrongful gain to the person affected. Negligence by a banker in not properly comparing
specimen signature with a signature on a cheque may also lead to wrongful loss or wrongful gain
but such negligence will not be amenable to the scope of Section 43A. For this Section to apply,
firstly, the body corporate should be possessing, dealing or handling sensitive personal data or
information in a computer resource under its ownership, control or operation. Secondly, it should
be found negligent in implementing and maintaining reasonable security practices and
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procedures and thirdly, by such negligence it caused wrongful loss or wrongful gain to any
person.

17. The Explanation appended to Section 43A seeks to define: (i) body corporate, (ii)
reasonable security practices and procedures and (iii) sensitive personal data or information. A
careful reading of the Explanation reveals that "body corporate" has been given a wide and
inclusive definition so as not to be confined only to a company incorporated under the Company
Law. "Reasonable Security Practices and Procedures" are all such practices and procedures
which are designed to protect particular kind of information not only from unauthorised access,
damage but also from its use, modification, disclosure or impairment as may be specified in an
agreement between the parties or in any law in force and in absence of both, such reasonable
security practices and procedures, as may be prescribed by the Central Government in the
prescribed manner. Clearly, the definition is again very widely worded and includes unauthorised
use, disclosure etc. "Sensitive Personal Data or Information" has been assigned a meaning as
may be prescribed by the Central Government in consultation with competent bodies or
associations.

18. There is no dispute that much before the cause of action arose in the present case, the
Central Government had, on 1 1.04.2011 published the Rules in the Gazette of India in exercise
of powers conferred under provisions of the IT Act including Section 43A thereof. Since the
Rules came into force from

13.04.2011, the definition of sensitive data or personal information came to include, as per Rule
3, financial information such as Bank Account or Credit Card or Debit Card or other payment
instrument details. It also includes any .details relating to this clause provided to the Bank for
providing service or for processing, whether such information is stored or processed under
lawful contract or otherwise. For the case at hand, clauses (ii), (vii) and (viii) of Rule 3 are
relevant. The Bank through its computer resource was clearly possessing, dealing and handling
sensitive personal data and information of the complainants in its computer resource.

19. The reasonable security practices and procedures required to be implemented and
maintained had to be designed to protect such information from various acts such as
unauthorised access and uses. In the present case nothing has been brought on record by the
Bank to show that it had implemented and maintained reasonable security practices to protect
such information from unauthorised use. Rather the Bank itself used Email received on its
computer resource unauthorisedly(without authority from the complainants for such use) for
transfer of complainants' money to another bank account. Had there been reasonable security
practices and procedures in operation, the concerned personnel could have found out that
transfer through Email had not been authorised by the complainants. In fact, no safety or
security measure appears to be in place because the transfer was made even without
confirmation through registered mobile. The fact that complainant's registered mobile number
was not functioning should have worked in his favour because by way of reasonable security
practices, the Bank if it had the practice of confirmation through mobile phone of the account
holder, ought to have rejected the request for transfer of funds through Email on the valid
ground that there was no confirmation available through registered mobile of the account
holder. Use of scanned signature on A-2 Form received through Email was another unauthorised
and illegal use of a so called signature which cannot have any sanctity either under the general
law or under the IT Act.

20. Rule 4 requires a body corporate to have in place a policy for privacy and disclosure of
information. In the present case in spite of serious allegations of unauthorised use of data and
information relating to the complainants, the Bank has failed to bring on record any material to
show that it had in place a policy as required by Rule 4. Rule 8 contains provisions for the
purpose of finding out as to when a body corporate shall be considered to have complied with
reasonable security practices and procedures. The appellant Bank did not bring on record any



material to show that it had complied with the provisions for "reasonable security practices and
procedures” in terms of Rule 8.

21. In view of aforesaid discussion, it is found that the Bank was negligent in implementing
and maintaining reasonable security practices and procedures at the relevant time at least and
thereby it caused wrongful loss to the complainants and hence it is liable to pay damages by way
of compensation, as held by the learned Adjudicating Officer. All the ingredients for attracting
and applying Section 43A of the Act are made out. Hence, on this account, no interference is
required with the impugned order.

22. The last submission on behalf of appellant is that compensation awarded by the learned
Adjudicating Officer is excessive because there is a finding in Para 6 of the order that both, the
complainant and the respondent Bank have to share the blame. On that account, as per
submission, the compensation awarded should have been lesser and not Rs.40 lakhs which is
almost equal to the total loss suffered by the complainants. This submission also does not merit
acceptance. The complainants have claimed damages of Rs.1 crore. Para I I of the claim petition
shows that the first claim is for Rs.63 lakhs with interest @ 18% per annum from the date of
fraudulent transfer and the second claim is also for compensation for Rs.37 lakhs under various
heads such as Legal Fees and Expenses, Contraventions, Negligence and Failure to protect
Complainants' data. In the light of such large claims the learned Adjudicating Officer has not
committed any mistake in awarding a compensation of only the actual loss of approximately of
Rs.40 lakhs suffered by the complainants. Hence, this plea also is not found acceptable.

23. In the result, we find no merit in the Appeal. It is dismissed accordingly. The amount of
compensation awarded to the respondents should be made available to them, if not already made
available, within one month from today failing which it shall become payable with interest Q
8% per annum with annual rest, from the date of the order of Adjudicating Officer till the date of
realisation. The respondents are also held entitled to Rs.25,000/- as consolidated cost of the
Appeal. This shall also be payable along with the compensation awarded.
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Syed Asifuddin v. The State of Andhra Pradesh
2006 (1) ALD Cri 96, 2005 CriLJ 4314
decided on 29 July, 2005 (AP High Court)

1. These two petitions are filed by different persons under Section 482 of Code of Criminal
Procedure, 1973 (Cr. P. C.) seeking similar relief. Both the matters were admitted on the same
day and since then both the matters are being listed together for being disposed of as such,
this common order covers both the matters. The petitioners in both the matters seek the relief
of quashing F. I. R. No. 20 of 2003 of Criminal Investigation Department (C. I. D.) Police,
Hyderabad, registered under Sections 409, 420 and 120B of Indian Penal Code, 1860 (for
short, IPC), Section 65 of the Information Technology Act, 2000 (for short, IT Act) and
Section 63 of the Copyright Act, 1957 (for short, Copyright Act).

2. The crime was registered against the petitioners on a written complaint given by the Head
of Sales and Marketing Wing of M/s. Reliance Infocomm Ltd., Hyderabad, the second
respondent herein. In the complaint, it is alleged that certain vested elements of the trade of
mobile telephone services began to woo the subscribers of Reliance India Mobile (RIM) into
various other schemes promoted by other similar service providers, which would have the
impact on the image as well as the revenues of the second respondent. Reliance Infocomm
under Dhirubhai Ambani Pioneer Offer launched telephone services named as 'Reliance India
Mobile' with a view to make communication affordable to the masses. The same was later
modified and the scheme titled 'POBF, which is the most affordable in the market today.
Under the said scheme, the subscriber gets a digital handset worth Rs. 10.500/- as well as
service bundle for three years with an initial payment of Rs. 3.350/-and monthly outflow of
meager Rs. 600/-. The subscriber also gets one year warranty and insurance for three years.
The handset given to the subscriber is third generation digital handset with a host of features
which are of first of its kind coupled with attractive tariff options. In view of this, the market
response in twin cities has been phenomenal. This has an impact on the business of other
service providers for the reason that those service providers attempted unethical and illegal
practices for weaning away the subscribers of the second respondent.

3. In the complaint, the modus operandi adopted by other mobile service providers is
described as follows : The subscribers of the second respondent are attracted by making
phone calls impressing upon them that the tariff plans and services provided by others are
better than the services of Reliance Infocomm and also advise them that they have an option
to shift the service provider by paying an amount of Rs. 3,000/~ towards plan charges and
deposits if desired are only Rs. 540/- towards activation fee. Certain unknown persons in
Abids, Begumpet, Koti, Himayatnagar and Malak-pet are making the calls to the subscribers
of second respondent. Once the subscriber agrees that he can keep a world class handset
which is proprietary to Reliance and also enjoy the best tariff plan of the competitor, he is
asked to meet any of the business associates of rival service providers. At the rendezvous, the
customer is asked to wait for an hour and an usher carries the handset to an undisclosed
location in Secunderabad for conversion process, which takes about 45 minutes to an hour
and half. During this time, ESN number of Reliance instrument is hacked by reprogramming
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and the subscriber is given the handset and instructed to switch off and switch on the handset
later in the day and start enjoying the new services.

4. After receiving above written complaint lodged by the second respondent through its Head
of Sales and Marketing Wing, the senior executive officer of Criminal Investigation
Department, on instructions of the Additional Director General of Police, CID, registered
crime No. 20 of 2003 under various provisions of IPC, IT Act and Copyright Act as
mentioned hereinabove and took up investigation. The crime was registered on 31-5-2003.
Investigation revealed that all the handsets of Reliance India Mobile are being migrated to
TATA Indicom network at the behest of TATA Indicome staff members and that same is
illegal as there is an agreement between the manufacturers of the Reliance handsets and
Reliance India Mobile Limited. In view of the statements given by the witnesses, the
investigating officer came to a conclusion that prima facie case is made out against the staff
members of TATA Indicom and directed two inspectors to conduct raids at the Head Office
of TATA Indicom situated in Khan Lathif Khan Estate, Hyderabad. This was ordered in view
of specific information received about tampering of Reliance handsets by the staff members
of TATA Indicom. Further on specific information about similar such practices going on at
TATA Indicom centre opposite to Harihara Kala Bhavan, Secunderabad, the investigating
officer along with two other inspectors and panch witnesses proceeded to LM counter at the
above place when one Raj Naren, Officer of TATA Indicom revealed that the General
Manager (Marketing), Madhavan and Anil Ambati, Manager (Marketing) of TATA Indicom
are accepting the handsets belonging to Reliance Infocomm Limited and re-programming
with their network with different tariff packages. At the time of conducting raid in
Secunderabad Office of TATA Indicom, the investigating officer also came across one Shaik
Mustaffa who stated that he purchased handset from Reliance Infocomm network. Therefore,
the investigating officer arrested Raj Naren and Shaik Mustaffa, and seized two mobile
telephone handsets, one each from the possession of the two arrested persons. On
examination, it was found that the handset recovered from Raj Naren is Samsung N191 co-
branded with Reliance with ESN No. 3F7AB 832. The said set was migrated to TATA
Indicom with No. 56376361 allotted by TATA Indicom. Its original Reliance India Mobile
number was 31086523. The two accused along with mobile sets were brought to the office of
C. L. D., and kept under surveillance of C. I. D., staff. The team of inspectors sent to the
Office of TATA Indicom at Khan Lathif Khan Estate also arrested Syed Asifuddin, Patlay
Navin Kumar and Khaja/Gareed Nawaj (petitioners in Criminal Petition No. 2601 of 2003)
and Manoj (petitioner No. 2 in Criminal Petition No. 2602 of 2003). Two Samsung N191 co-
branded with Reliance re-programmed handsets with distinct ESN and serial numbers were
also seized along with 63 application forms of persons who migrated from Reliance India
Limited to TATA Indicom along with the affidavits. After getting the details of the search
team, the investigating officer filed remand report before the Court of IX Metropolitan
Magistrate, Hyderabad on 3-6-2003. In the remand report, it is further stated as under :

The investigation made so far revealed that the Reliance Infocomm is offering under
Dhirubhai Ambani Pioneer Scheme a third generation digital handset costing about Rs.
10.500/- for a mere payment of Rs. 3.350/- with a condition to sail with their network for a
period of 3 years with option to exit either by surrendering the handset or paying the cost of
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the handset to the company. Investigation also reveals that there is an agreement existing
between the Samsung manufacturers and LG manufacturers With Reliance Infocomm
regarding their exclusive models Samsung N191 and LG-2030. These model handsets are to
be exclusively used by Reliance India Mobile Limited only. In contravention to the above
contract the TATA Indicom staff members who are figured as an accused are tampering with
pre-programmed CDM-A digital, handsets belonging to Reliance Infocomm and activating
with their network with all dubious means which is an offence under Section 65, I.T. Act.
Secondly, the customer is not barred from exiting from the Reliance network as such and to
quit from that network he has to fulfil the obligations laid down in the terms and conditions of
the Reliance company. Till the lock in period of 3 years is over, the handset supplied to the
customer by Reliance Infocomm is a joint property of the company and any kind of
transaction on the part of the subscriber without fulfilling the obligations laid down in the
terms and conditions is clear case of Breach of Trust since the customer has not settled the
accounts with the company. Further as the competition between the CDMA service providers
blown out of proportions, the TATA Indicom has hatched a conspiracy to hijack the
customers of Reliance Infocomm by all fraudulent means and as a part of their Infocomm by
all fraudulent means and as a part of their conspiracy trying to woo the customers of Reliance
Infocomm with different tariff packages and trying to trap gullible customers and succeeded
in their attempt to attract their customers and so far as many as 63 customers belonging to
Reliance Infocomm so far migrated to TATA Indicom by illegal means.

5. These two petitions came to be filed on 17-6-2Q03 for quashing crime No. 20 of 2003 by
the means of TATA Indicom. While admitting the petitions, this Court passed orders in
criminal miscellaneous petition No. 3951 of 2003 staying all further proceedings including
investigation of the crime pending disposal of the main petition. The Public Prosecutor filed
criminal miscellaneous petition No. 232 of 2005 for vacating the said order. The matters were
"finally heard at that stage itself and are being, disposed of finally.

6. The petitioners in both the petitions are employees of Tata Tele Services Limited (TTSL)
which provides basic telephone services including Wireless in Local Loop (WLL) services on
non-exclusive basis in the service area including State of Andhra Pradesh under the name of
Tata Indicom. All of them are alleged to have committed offences punishable under Sections
420, 409 and 120B of IPC, Section 65 of IT Act and Section 63 of Copyright Act. Learned
Senior Counsel for the petitioner, Sri C. Padmanabha Reddy, submits that it is always open
for the subscriber to change from one service provider to the other service provider and the
subscriber who wants to change from Tata Indicom always takes his handset, to BSNL or to
Reliance to get service connected and to give up services of TTSL. According to the learned
counsel, the CDMA handsets brought to TTSL by subscribers of other service providers are
capable of accommodating two separate lines and can be activated on principal assignment
mobile (NAM 1 or NAM 2). The mere activation of NAM 1 or NAM 2 by TTSL in relation
to a handset brought to it by the subscriber of other service provider does not amount to any
crime. According to learned counsel, an offence under Section 409 of IPC is not at all made
out even by going through the FIR, as well as remand report. In the absence of dishonest
appropriation or conversion to their own use, alleged criminal breach of trust by the
petitioners does not arise.
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7. The learned Senior Counsel also submits that there was no allegation against the petitioners
that they deceived the second respondent fraudulently and dishonestly to deliver the property
or to retain the property and therefore the offence of cheating under Section 420 of IPC does
not arise: As Section 120B of IPC is relatable only to the offences under Sections 490 and 420
of IPC, the charge under Section 120B of IPC is misconceived. Insofar as the offence under
Section 65 of IT Act is concerned, the submission of the learned Senior Counsel is as follows
: A telephone handset is not a computer nor a computer system containing a computer
programme. Alternatively, in the absence of any law which is in force requiring the
maintenance of "computer source code", the allegation that the petitioners concealed,
destroyed or altered any computer source code, is devoid of any substance and therefore the
offence of hacking is absent. In the absence of any allegation by the second respondent that
they have a copyright to the source code of the computer programme in the handsets supplied
by second respondent, the infringement of copyright does not arise. He lastly submits that the
allegation that TTSL has a subscriber base of 100 thousand (one lakh) customers in Andhra
Pradesh and therefore there was no necessity for TTSL to woo the customers/subscribers of
second respondent.

8. The learned Additional Public Prosecutor, Sri H. Prahlad Reddy and the learned counsel for
the second respondent, Sri D. Seshadri Naidu, submit that when a cognizable offence under
various provisions of different statutes is registered and investigation is pending, this Court
cannot quash the F. I. R., at the stage of investigation. After conducting appropriate
preliminary investigation and examining witnesses the police have come to the conclusion
that the petitioners have committed offences involving highly technical aspects, and therefore
unless and until proper evidence is let in before the criminal Court, on mere assertions of the
accused a crime cannot be quashed. They would contend that the cell phone handsets with
CDMA technology supplied by the second respondent to its subscribers are dedicated to
Reliance Indicomm Limited and by interfering with the computer programme and converting
the handsets to be responsive to the technology adopted by TTSL is itself an offence and
therefore these petitions are not maintainable.

9. The submission of the learned Senior Counsel that even if the allegations in F. I. R., are
taken to be true, an offence under Sections 409, 420 and 120B of IPC, is not made put has
force. Admittedly, a subscriber of second respondent is given a mobile phone instrument and
connection with an understanding that the subscriber has exclusive right to use the phone. If
the accused allegedly induced the subscriber of the second respondent to opt for the services
provided by TTSL, an offence under Section 409 of IPC., cannot be said to have made out.
Section 405 of IPC, defines 'criminal breach of trust The offence of criminal breach of trust
requires entrustment with property and dishonest use or disposal of the property by the person
to whom the property is entrusted. Both these things are absent. There is no allegation that the
property in respect of which the second respondent has right was entrusted to TTSL or its
employees who are the petitioners herein. Similarly, an offence of cheating as defined under
Section 415 of IPC., is not at all made out because a subscriber of second respondent was
never induced to deliver the property to TTSL nor there was dishonest or fraudulent
inducement by the petitioners of the second respondent or its subscribers to deliver the
property. Indeed the delivery of the property as such is not present in the case. In so far as
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offence of Section 120B of IPC, is concerned, the same is made in relation to alleged offence
under Sections 409, 420 and 120B of IPC., and therefore the petitioners cannot be prosecuted
for offences under Sections 409, 420 and 120B of IPC. Insofar as these alleged offences are
concerned, if any criminal trial is conducted, the same Would result in miscarriage of justice
for as held by the Supreme Court in State of West Bengal v. Swapan Kumar, and State of
Haryana v. Bhajan Lal, , when the F.LR., does not disclose commission of cognizable
offence, the police have no power to investigate such offence. In such a case, this Court
would be justified in quashing investigation on the basis of information laid with the police.

10. The petitioners are also alleged to have committed offences under Section 63 of Copyright
Act and Section 65 of IT Act. In the considered opinion of this Court, it would be necessary
first to deal with the allegations separately and then deal with the case of the prosecution on
the basis of prima facie conclusions. Before doing so, it is necessary to briefly mention about
computer and computer source code.

11. The LT. Act defines computer in clause (i) of Section 2(1) of the Act. According to the
definition, 'computer' means any electronic, magnetic, optical or other high speed data
processing device or system which performs logical, arithmetic and memory functions by
manipulations of electronic, magnetic or optical impulses, and includes all input, output,
processing, storage, computer software or communication facilities which are connected or
related to the computer in a computer system or computer network. 'Computer system' is
defined in clause (1) of Section 2(1) of L T. Act, as to mean a device or collection of devices,
including input and Output support devices which are programmable, capable of being used
in conjunction with external files which contain computer programmes, electronic
instructions, data storage and retrieval and communication control. The L.T. Act also defines
'computer network’ in clause (j) of Section 2(1) of the Act, which reads as under :

(j) computer network' means the interconnection of one or more computer through-
(i) the use of satellite, microwave, terrestrial line or other communication media; and

(i1) terminals or a complex consisting of two or more interconnected computers whether or
not the interconnection is continuously maintained;

12. A reading of clauses (i), (j) and (1) of Section 2(1) of the L.T. Act would show that any
electronic, magnetic or optical device used for storage of information received through
satellite, microwave or other communication media and the devices which are programmable
and capable of retrieving any information by manipulations of electronic, magnetic or optical
impulses is a computer which can be used as computer system in a computer network.

13. A computer has to be appropriately instructed so as to make it work as per its
specifications. The instructions issued .to the computer consists of a series of Os and is in
different permutations and combinations. This machine language can be in different form in
different manner, which is called computer language. The communicator as well as the
computer understand "a language" and mutually respond with each other. When specified or
particular instructions are given, having regard to the capacity of the computer it performs
certain specified functions. The instructions or programme given to computer in a language
known to the computer are not seen by the users of the computer/consumers of computer
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functions. Known as source code in computer parlance, the programme written in whatever
computer language by the person who assembled the programme are not seen by the users. A
source code is thus a programme as written by the programmer. Every computer functions as
a separate programme and thus a separate source code.

14. Computer source code or source code, or just source or code may be defined as a series of
statements written in some human readable computer programming language constituting
several text files but the source code may be printed in a book or recorded on a tape without a
file system, and this source code is a piece of computer software. The same is used to produce
object code. But a programme to be run by interpreter is not carried out on object code but on
source code and then converted again. [Diane Rowland and Elizabeth Macdonald :
Information Technology Law; Canandish Publishing Limited; (1997). p. 17] Thus, source
code is always closely guarded by the computer companies, which develop different function
specific computer programmes capable of handling various types of functions depending on
the need. The law as we presently see is developing in the direction of recognizing a
copyright in the source code developed by a programmer. If source code is copied, it would
certainly violate copyright of developer. With this brief background in relation to computer
source code, we may now consider in brief the technological aspects of a cell phone and how
it works. This is necessary to understand the controversy involved in this case.

15. Alexander Graham Bell invented telephone in 1876. This enabled two persons at two
different destinations to communicate with each other through a network of wires and
transmitters. In this, the sound signals are converted into electrical impulses and again re-
converted into sound signals after reaching the destination. The radio communication was
invented by Nikolai Tesla in 1880, which was formerly presented by Guglielmo Marconi in
1894. A combination of telephone technology and radio technology resulted in radio
telephone, which became very popular as technology advanced. Two persons can
communicate with each other through radio telephone without there being any intervention of
network of wires and other infrastructure. The radio signals travel through atmosphere
medium and remain uninterrupted as long as the frequency at which radio signals travel is not
disturbed. The science realized that the radio telephone communication required heavy
equipment by way of powerful transmitter and that it can facilitate only 25 people to use the
system. The problem was solved by communication technology by dividing a large area like a
city into small cells and any two persons connected to a cell system - at a time receive 800
frequencies and crores of people can simultaneously communicate with each other at the same
time. That is the reason why the term 'cell mobile phone or cell phone'.

16. In the cell technology, a person using a phone in one cell of the division will be plugged
to the central transmitter, which will receive the signals and then divert the signals to the other
phone to which the same are intended. When the person moves from one cell to other cell in
the same city, the system i.e., Mobile Telephone Switching Office (MTSO) automatically
transfers signals from tower to tower when the telephone user moves from one division to
another. [How Cell Phones Work? See website - ttp: //electronics, howstuffworks. com. Much
of the information on technological aspects of Cell Phones is taken from this. cell phone, it
looks the database and diverts the call to that cell phone by picking up frequency pair that is
used by the receiver cell phone.] Another advantage in a cell phone compared with radio
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phone is that when the radio phone is used, one person can talk at a time as both the persons
can communicate simultaneously and also receive sound signals simultaneously.

17. All cell phone service providers like Tata Indicom and Reliance India Mobile have special
codes dedicated to them and these are intended to identify the phone, the phone's owner and
the service provider. To understand how the cell phone works, we need to know certain terms
in cell phone parlance. System Identification Code (SID) is a unique 5-digit number that is
assigned to each carrier by the licensor. Electronic Serial Number (ESN) is a unique 32-bit
number programmed into the phone when it is manufactured by the instrument manufacturer.
Mobile Identification Number (MIN) is a 10-digit number derived from cell phone number
given to a subscriber. When the cell phone is switched on, it listens for a SID on the control
channel, which is a special frequency used by the phone and base station to talk to one
another about things like call set-up and channel changing. If the phone cannot find any
control channels to listen to, the cell phone displays "no service" message as it is out of range.
When cell phone receives SID, it compares it to the SID programmed into the phone and if
these code numbers match, cell knows that it is communicating with its home system. Along
with the SID, the phone also transmits registration request and MTSO which keeps track of
the phone's location in a database, knows which cell phone you are using and gives a ring.
When MTSO gets a call intended to one

18. The essential functions in the use of cell phone, which are performed by the MTSO, is the
central antenna/central transmitter and other transmitters in other areas well coordinated with
the cell phone functions in a fraction of a second. All this is made possible only by a
computer, which simultaneously receives, analyses and distributes data by way of sending
and receiving radio/electrical signals.

19. So as to match with the system of the cell phone provider, every cell phone contains a
circuit board, which is the brain of the phone. It is a combination of several computer chips
programmed to convert analog to digital [Analog - Anything analogous to something else.

Analog computer - A computing machine so designed and constructed as to provide
information in terms of physical quantities analogous to those in which the problems are
formulated.

Digital - 1. Of, pertaining to, or like the fingers or digits 2. Digitate. 3. Showing information,
such as numerals, by means of electronics : digital watches.

Digital computer - An electronic computing machine which receives problems and processes
the answers in numerical form, especially one using the binary system.

(See "The New International Webster's Comprehensive Dictionary of the English Language",
Encyclopedic Edition, 2003 edn., pp. 52 and 358).] and digital to analog conversion and
translation of the outgoing audio signals and incoming signals. This is a micro processor
similar to the one generally used in the compact disk of a DeskTop computer. Without the
circuit board, cell phone instrument cannot function. Therefore, it is not possible to accept the
submission that a cell phone is not a computer. Even by the very definition of the computer
and computer network as defined in IT Act, a cell phone is a computer which is programmed
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to do among others the function of receiving digital audio signals, convert it into analog audio
signal and also send analog audio signals in a digital form externally by wireless technology.

20. The main allegation against the petitioners is that the MIN of Reliance phone is
irreversibly integrated with ESN and the petitioners hacked ESN so as to wean away RIM
customers to TATA Indicom service. The question is whether the manipulation of this
electronic 32-bit number (ESN) programmed into Samsung N191 and LG-2030 cell phone
instrument exclusively franchised to second respondent amounts to altering source code used
by these computer handsets i.e., cell phone instruments. In the background facts, a question
would also arise whether such alteration amounts to hacking with computer system? If the
query answered in the affirmative, it is always open to the police to alter the F. I. R., or it is
always open to the criminal Court to frame a charge specifically with regard to hacking with
computer system, which is an offence under Section 66 of the IT Act. At this stage, we may
read Sections 65 and 66 of the IT Act.

65. Tampering with computer source documents :- Whoever knowingly or intentionally
conceals, destroys or alters or intentionally or knowingly causes another to conceal, destroy,
or alter any computer source code used for a computer, computer programme, computer
system or computer network, when the computer source code is required to be kept or
maintained by law for the time being in force, shall be punishable with imprisonment up to
three years, or with fine which may extend up to two lakh rupees, or with both.

Explanation.- For the purposes of this, "computer source code" means the listing of
programmes, computer commands, design and layout and programme analysis of computer
resource in any form.

66. Hacking with Computer System :- (1) Whoever with the intent to cause or knowing that
he is likely to cause wrongful loss or damage to the public or any person destroys or deletes
or alters any information residing in a computer resource or diminishes its value or utility or
affects it injuriously by any means, commits hacking.

(2) Whoever commits hacking shall be punished with imprisonment up to three years, or with
fine which may extend up to two lakh rupees, or with both.

21. The offence of tampering with computer source documents under Section 65 of the IT Act
is made out when a person,

(i) intentionally conceals, destroys or alters a computer source code used for a computer,
computer programme, computer system or computer network;

(i) intentionally or knowingly causes another to conceal, destroy or alter any computer source
code used for a computer, computer programme, computer system or computer network; and

(iii) (a) However, the offence is made out only when computer source code is required to be
kept or

(b) when computer source code is maintained by law for the time being in force.

22. The punishment prescribed by law for the above offence is imprisonment up to three years
or a fine of Rs. 2,00,000/- or both.
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23. What is a computer source code is also defined in the Explanation to Section 65 of IT Act,
which reads as under :

Explanation : For the purposes of this, "computer source code" means the listing of
programmes, computer commands, design and layout and programme analysis of computer
resource in any form.

24. By the very definition of 'computer source code,' a) list of programmes; b) computer
commands; (c) design and layout and d) programme analysis of computer resource in any
form, is a 'computer source code' for the purpose of Section 65 of I.-T. Act. Going by the
definition, ESN of Samsung N191 model cell phone handset or ESN of LG-2030 model cell
phone handset exclusively used by the second respondent as well as SID of second
respondent come within the definition of computer source code. Every cell phone operator is
required to obtain SID from the licensor i.e., Government of India. Further, ESN is a
permanent part of the phone whereas MIN and SID are programmed into phone when one
purchases a service plan and have the phone activity. When a customer of second respondent
opts for its services, the MIN and SID are programmed into the handset. If some one
manipulates and alters ESN, as per the case of second respondent, Samsung/LLG handsets
which are exclusively used by them become usable by other service providers like TATA
Indicom. Therefore, prima facie, when the ESN is altered, the offence under Section 65 of I.T.
Act is attracted because every service provider like second respondent has to maintain its own
SID code and also gives a customer specific number to each instrument used to avail the
services provided. The submission that as there is no law which requires a computer source
code to be maintained, an offence cannot be made out, is devoid of any merit. The disjunctive
word "or" is used by the Legislature between the phrases "when the computer source code is
required to be kept" and the other phrase "maintained by law for the time being in force" and,
therefore, both the situations are different. This Court, however, hastens to add that whether a
cell phone operator is maintaining computer source code, is a matter of evidence. So far as
this question is concerned, going by the allegations in the complaint, it becomes clear that the
second respondent is in fact maintaining the computer source code. If there is allegation
against any person including the petitioners, certainly an offence under Section 65 of .-T. Act
is made out. Therefore, the crime registered against the petitioners cannot be quashed with
regard to Section 65 of the I.-T. Act.

25. That takes me to the allegation that the petitioners violated Section 63 of Copyright Act,
1957. So as to keep pace with the advancement in science and technology especially in the
field of communication and data processing, Parliament has amended Copyright Act, 1957 in
1995 bringing within its fold computer programme also as literary work to be protected by
Copyright Act.

26. Section 2(ffb), (fie) and 2(o) of Copy-right Act read as under.

2(ffb) "computer”" includes any electronic or similar device having information processing
capabilities;
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2(ffc) "computer programme" means a set of instructions expressed in words, codes, schemes
or in any other form, including a machine readable medium, capable of causing a computer to
perform a particular task or achieve a particular result;

2(o) "literary work" includes computer programmes, tables and compilations including
computer databases;

27. Section 14 defines the copyright as exclusive right subject to provisions of the Copyright
Act, to do or authorise the doing of any of the Acts enumerated in respect of the work or
substantial part thereof. Section 14(b) of the Copyright Act reads as under :

14. Meaning of copyright.- For the purposes of this Act, "copyright" means the exclusive
right subject to the provisions of this Act, to do or authorise the doing of any of the following
acts in respect of a work or any substantial part thereof, namely :-

(a) omitted.
(b) in the case of a computer programme,-

(i) to do any of the acts specified in Clause (a); (ii) to sell or give on commercial rental or
offer for sale or for commercial rental any copy of the computer programme :

Provided that such commercial rental does not apply in respect of computer programmes
where the programme itself is not the essential object of the rental;

(c) and (d) omitted.

28. Therefore, reading Section 2(0), (ffc) and Sections 13 and 14 together, it becomes clear
that a computer programme is by very definition original literary work and, therefore, the law
protects such copyright. Under Section 63 of the Copyright Act, any infringement of the
copyright in a computer programme/source code is punishable. Therefore, prima facie, if a
person alters computer programme of another person or another computer company, the same
would be infringement of the copyright. Again the entire issue in this regard is subject to the
evidence that may be led by the complainant at the time of trial. This Court, however,
examined the submission of the learned senior counsel for the petitioners in the background
of the provisions of the Copyright Act and observations made herein are not intended to
decide the question one way or the other. The trial Court has to deal with these aspects.

29. As noticed hereinabove, unless and until investigation by the Police into a complaint is
shown to be illegal or would result in miscarriage of justice, ordinarily the criminal
investigation cannot be quashed. This principle is well settled and is not necessary to burden
this judgment with the precedents except making a reference to R.P. Kapoor v. State of
Punjab, ; State of Haryana v. Bhajan Lal, 1992 Cri LJ 527 (SC) (supra) and State of Tamil
Nadu v. Thirukkural Permal, .

30. In the result, for the above reasons, Crime No. 20 of 2003 insofar as it is under Sections
409, 420 and 120-B of Indian Penal Code, 1860 is quashed and insofar as the crimes under
Section 65 of the Information Technology Act, 2000 and Section 63 of the Copyright Act,
1957, the criminal petitions are dismissed. The C.I.D. Police, which registered Crime No. 20
of 2003, is directed to complete investigation and file a final report before the Metropolitan
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Magistrate competent to take cognizance of the case within a period of three months from the
date of receipt of this order.

31. The criminal petitions are accordingly dismissed.

sheskoskoskok



Sanjay Kumar v. State of Haryana

P & H High Court decided on 10/01/2013
CRM No.1353 of 2013 ;CRR No.66 of 2013 (O&M)

Paramjeet Singh, J. -CRM No.1353 of 2013 For the reasons recorded in the
Criminal Misc. Application, the same is allowed. Delay of 50 days in filing the
criminal revision is condoned.

CRR No. 66 of 2013 Present criminal revision has been preferred by the petitioner
against judgment dated 21.08.2012 passed by the learned Sessions Judge, Faridabad,
whereby an appeal preferred by the petitioner has been dismissed and judgment of
conviction dated 01.09.2011 and order of sentence dated 03.09.2011 passed by
learned Judicial Magistrate First Class, Faridabad, has been upheld, vide which the
petitioner has been convicted for offences punishable under Sections 420, 467, 468,
471 of the Indian Penal Code and Sections 65 and 66 of the Information &
Technology Act, 2000 and sentenced to undergo rigorous imprisonment as follows:-

Under Section Period Fine
420 IPC Two years Rs.1,000/-
467 IPC Three years Rs.2,000/-
468 IPC Two years Rs.1,000/-
471 IPC Two years Rs.1,000/-
65 L.T. Act Two years Rs.1,000/-
66 L.T. Act Two years Rs.1000/-

In default of payment of fine, the petitioner shall further undergo simple
imprisonment for a period of two months. All the sentences were ordered to run
concurrently.

Brief facts of the prosecution case are that the Senior Branch Manager, Vijay Bank,
NIT, Faridabad moved a complaint dated 11.02.2003 before the Police stating that the
petitioner was deputed by M/s Virmati Software and Telecommunication Ltd. to
maintain the Software System supplied by them to the bank. He was also looking
Software System of certain other banks. In connection with rendering such services,
the petitioner was having access to their accounting system which was computerized
and was also in a position to enter into ledgers and various other accounts. While
reconciling the accounts, certain discrepancies were pointed out by the officials of the
bank and in that process, it was revealed that the accused-petitioner, who was having
SB Account No. 21499 in his personal name in their bank, manipulated the entries by
forging and fabricating certain entries from one account to another, from the computer
system by handling the software and got the entries pertaining to the amount of the
the bank and withdrew the amounts from the bank on various dates by issuing
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cheques in his own favour and withdrew the amount from the cash counter of the
bank as well as through transfer/clearing transactions. As per enquiry, it has been
revealed that the accused by carrying out forgery, fabricating the entries in the
computer system of the bank, illegally and wrongfully, withdrew Rs.17,67,409/- from
the bank and thus, caused wrongful gain to himself and wrongful loss to the bank. The
said Bank came to know regarding the fraud committed by the accused on
07.02.2003. thereafter, the accused was called to the bank and he was confronted with
the details of the fraud but he gave evasive replies as only admitted having embezzled
a sum of Rs. 17 lacs without giving further information or revealing the exact amount
of fruad or the modus operandi of the same and also assured to pay back the amount
to the bank. On receipt of the complaint, a case bearing FIR No. 165 dated
11.02.2003, under Sections 406, 420, 467, 468, 469, 471 of the Indian Penal Code and
Sections 65, 66 and 72 of the Information and Technology Act, 2000 was registered
against the petitioner. After completion of investigation, challan against the accused-
petitioner was presented in the Court. Thereafter, charge was framed against the
accused- petitioner to which he pleaded not guilty and claimed trial.

The prosecution, in order to prove its case, examined PW1 A. Siridhar, PW2 Girish
Kumar Verma, PW3 Maheshwar Rath, PW4 Ramesh Kumar Malik and PW5 Dalip
Singh, DSP.

Thereafter, statement of the accused was recorded under Section 313 Cr.P.C. All the
incriminating circumstances were put to the accused. He denied the same and pleaded
innocence.

The learned trial Court, after appreciation of the evidence, convicted and sentenced
the petitioner as aforesaid vide judgment and order dated 01.09.2011 and 03.09.2011
respectively. Thereafter, the petitioner preferred an appeal, which was dismissed by
the learned Sessions Judge, Faridabad vide judgment dated 21.08.2012. Hence, this
criminal revision.

I have heard learned counsel for the petitioner and perused the record.

Learned counsel for the petitioner contends that the petitioner has been falsely
implicated in this case as the complainant and eye witness were inimical to the
petitioner as they were having a dispute about 15/16 years prior to the occurrence.
Learned counsel further contends that there is no direct evidence to connect the
petitioner with the alleged offence in question, therefore, no prima facie case has been
made out against the petitioner I have considered the contentions of the learned
counsel for the petitioner.

From perusal of the judgments of both the Courts below, it transpires that the
allegations against the petitioner are that the petitioner has manipulated the
computerized Bank account i.e. the interest entries and thereby cheated the
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complainant bank by forging electronic record in order to cause wrongful loss to the
bank and wrongful gain to himself to the tune of Rs.17,67,409/-. It has come in the
documentary evidence on record that the petitioner has forged the entries in the bank
record and had thereby withdrawn a sum of Rs.17,67,409/-.

The learned Trial Court, after appreciating the evidence on record, observed as
under:-

"9. All the prosecution witnesses have supported the prosecution case. The
complainant PW-1 A. Siridhar and PW-2 Girraj Parshad Sharma have stated that the
accused Sanjay Kumar Bhatia was the employee of M/s Virmati Software and
Telecommunication Ltd. and have been appointed in their branch for the purpose of
maintenance of Software Sytem supplied by them to the bank. This fact stand
corroborated by document Ex.P36 wherein in Team No. 7 the name of Sanjay has
been mentioned along with his residence number and Pager number. Sanjay Kumar
Bhatia has also opened an A/c No. 21499 in their bank as evident from the account
opening form of the accused Sanjay Bhatia placed on record as Ex.P37 along with
specimen signature Card Ex.P38 and the cheque book issued register Ex.P39. Further,
from the bank statement of account no. 21499, Ex.P8, on 1.8.2001, Rs.2,00,000/- was
deposited by clearing and Rs.1/- as interest. However, nothing is mentioned as to what
is the basis of clearing. In this regard, PW-3 Maheshwar Rath stated that during his
inquiry he could not find any supporting document or voucher. The accused has also
not produced any evidence in this regard. Rather, Ex.PW1/D shows that even the
amount of Rs.2,00,000/- has been transferred from interest account on 1.8.2001. This
fact stand corroborated by the report Ex.P34 wherein it is mentioned that the accused
has increased interest portion in his own account through first time creation to the
extent of Rs.2,00,000/- and then applied interest along with other SB accounts and to
mislead the Branch employees, the accused has splitted the transaction into 2 parts,
one entry is shown as "by interest credit" as Rs.1.00 and the other by clearing as
Rs.2,00,000/- and, therefore, the amount of Rs.2,00,000/- is reflected in account
statement as “by clearing'.

10. Similarly, using the same modus operandi, accused forged the interest entries on
1.8.2002 and 2.8.2000 and got deposited Rs.3,00,000/- and Rs.4,20,000/- respectively
in his account.

11. Further, the accused used the fixed deposit account of Sardar Jeet Singh. The
account of Jeet Singh was opened on 8.3.2002 in which Rs.1,05,00,000/- was
deposited on that day as evidence from Ex.P3. The statement of account of Sardar Jeet
Singh Ex.P3 shows that an interest of Rs.8,46,489/- was deposited on 29.4.2002.
However, the said interest calculated was an inflated one, calculated by forging
entries to the effect as it the account of Jeet Singh was opened on a prior date.
Thereafter, on 30.4.2002, accused transferred the amount of Rs.8,46,489/- to the
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account of Anil Kumar Sharma having A/c No. 22618 which had already been closed
on 1.9.2001,as evident from Ex.P5, by forging the entries to the effect that it was
changed in bank records form closed to o pen and on 8.5.2002, 13.5.2002 and
18.5.2002, accused transferred the amount of Rs.2,50,000/-, Rs. 2,50,000/- and
Rs.3,47,400/- respectively from the account of Sh. Anil Kumar to his account as
evident from Ex.P5 and Ex.P8 to Ex.P12. Further, PW-3 Sh. Maheshwar Rath has
stated as also evident from his report Ex.P34 that the transaction rooted through the
account of Jeet Singh and Anil Kumar has been deleted by accused using SRF files
which were later recovered during Audit.

12. Moreover, Ex.P15 to Ex.P24 show that accused has withdrawn the said amount
through cheques.

13. In this manner, the accused was dishonestly forged the bank records to cause
wrongful loss to the bank and thereby cheated the concerned bank by depositing
Rs.17,67,409/- in his account and thereafter withdrawing the same. Further, the
accused has admitted his guilt vide letter Ex.P44. The signature of accused on the
letter Ex.P44 are similar to the specimen signatures of accused on bank opening
account card Ex.P38 as well as on the bank opening Account form Ex.P37.
Furthermore, form the bare perusal of the confessional statement Ex.P44, it clearly
emanates that the manner in which the word “Sanjay' has been written is similar to the
manner word “Sanjay' has been written by accused below his signatures by accused as
he even returned in his statement under Section 313 Cr.P.C. Moreover, Ex.P47 and
Ex.P48 show that accused has tendered Rs.3,50,000/- to the bank in respect of the
amount fraudulently withdrawn by him which shows the admission of guilt as
evident from Ex.P47 and Ex.P48.

14. On the other hand, the learned counsel for the accused during the course of
arguments has argued that no specific password was allotted to Sanjay. However, no
doubt password is givne to an employee but it has surfaced in the testimonies of the
prosecution witnesses that for the purpose of maintaining the software and in this
manner had assess to all those files to which only the employee of the bank could
have. Moreover, as the amount was deposited in the account of accused and he has
withdrawn it, there is no force in said argument.

15. In this manner, the accused had cheated the bank and forged the electronic record
to cause wrongful loss to bank and wrongful gain to himself. The prosecution has
been able to prove beyond reasonable doubts, the ingredients of Sections 420, 467,
468 and 471 IPC.

16. Furthermore, clearly the accused has tampered with the computer source
document and he has also altered in the information which resided in the computer
resource and by doing so he committed the offences under Sections 65 and 66 of the
Information & Technology Act, 2000. At the same time, it is pertinent to mention that
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although accused was having secured assess to electrical record of the bank and he
forged the entries and cheated to cause wrongful gain to himself but there is no such
breach of confidentiality by disclosing the information to any other person and as
such he is acquitted of offence under Section 72 of the Information & Technology
Act, 2000."

The learned Trial Court was wholly justified in convicting the accused-petitioner and
the learned Appellate court, as can be clearly seen, had not committed any error in
upholding the conviction of the accused petitioner. Learned counsel for the petitioner
failed to point out any misreading or non-reading of any evidence and could not point
out any infirmity in the judgments of the Courts below. The findings of guilt, reached
against the accused-petitioner does not, thus, suffer from any infirmity, legal or
factual and does not therefore, warrant interference by this Court in exercise of this
Court's revisional jurisdiction.

In view of the above, there is no merit in the contentions raised by the learned counsel
for the petitioner.

Dismissed in limine.

skskoskosksk
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State of A.P. v.. Prabhakar Sampath
VI Addl.Chief Metropolitan Magistrate, Hyderabad.
CC. 489 of 2010
31st day of March, 2015
Available at:http://www.prashantmali.com/cyber-law-cases

Sri P. BHASKARA RAO, Addl. CMM -

The Inspector of Police, Cyber Crimes Police Station, C.1.D., Hyderabad laid charge
sheet against accused in Cr.No.18/2008 to prosecute the accused for the offence under
Sections 66 of Information

Technology Act, 2000.

1. Case of the prosecution in brief is that, PW.1 Arcot K. Balraj, Chief Manager,
Administrative affairs of M/s. SIS Infotech Private Limited situated in Lakshmi Cyber
Centre, Road No.12, Banjara Hills, Hyderabad lodged Ex.P1 complaint on 23-12-
2008 in Cyber Crimes P.S. CID, Hyderabad stating that the complainant company by
name M/s. SIS Infotech Pvt. Ltd., is one of the largest market research firms head
quartered in USA with substantial operations at Hyderabad having 300 employees in

the office has been carrying in the business of research station and support to its
parent company in the USA viz., M/s. Global Industry Analysts Inc., Made available
by Advocate Prashant Mali,Cyber Law

(GIA). In the process of their day to day operations, the company did research for its
various clients of GIA and in the process, the company created substantial huge data
and content which is hosted on its Adobe Content Server of M/s. Global Industry
Analysts Inc., (GIA) and can be accessed only by registered users who have access
with permissions. The data is in the form analysed documents called as "Research
Reports" which carries high pecuniary value of which complainant company holds

proprietary Copy Right.

2. It is alleged that the content, i.e. Research reports was hacked by somebody
successfully by hacking their server www.strategyR.com and downloaded several e-
Reports through some free public sites. PW.1 furnished possible information of the
hacker having worked out from their server as Prabhakar.sampath@gmail.com and IP
address is 61.95.152.145 and requested the police to take necessary action. Basing on
the report, LW.11 M. Ganapathi Rao, Dy Superintendent of Police, Cyber Crimes P.S.
Hyderabad registered the complaint as a case in Cr.18/2008 u/Sec.66 of Information
Technology Act, 2000 and took up investigation. He secured PW.1, PW.2 examined
them and recorded their detailed statements and came to know that accused hacked
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the content web server of complainant’s company through IP address 61.95.152.145
provided by Bharathi Airtel Ltd., on that LW.11 DSP addressed a letter to its Manager
to furnish the end user details of IP address i.e. 61.95.152.145, who on verification
gave the information that the said IP address was allotted to M/s. Frost & Sullivan
Private Limited 101, Santhome High Road, Foreshore Estate, Chennai, Tamilnadu
State and gave the contact details of Mr. M. Kirbakaram email ID
Kripakaran@frost.com Mobile N0.978993031 on the information given by Bharthi
Airtel, LW.11 DSP obtained search warrant from the court and conducted search at
the residence of accused situated at house bearing No.35A, Magazine Road, St.
Thomos Mount, Chennai in the presence of mediators PW.7 and LW.9 Jakhir Hussain
and seized one pen drive which contains six files in .pdf format viz.,

1) Anticoagulatns.pdf,

2) Bulk_Paclitaxel.pdf,

3) CNS_Therapeutics.pdf,

4) Human_Vaccines.pdf,

5) Microplate_instrumentation_Supplies.pdf,

6) Therapeutic_Aphersis.pdf which are downloaded by accused from the website
1.e. WWW StrategyR.com of the complainant company by using the computer
system installed at his office i.e. M/s. Frost & Sullivan Pvt. Ltd., Chennai.
Later, LW.11 DSP arrested the accused on 29-12-2008 at 2.00 PM and
recorded his confessional statement and on his information he seized one
computer system S605 which was allotted to the accused in his company
which contains the said six downloaded documents in the system. Later,
LW.11 DSP examined PW.3 to PW.5, Lw.6 Kirthi Thimmanagoudar who are
working in M/s. Frost & Sullivan Pvt. Ltd., LW.11 DSP forwarded material
objects i.e. Pen drive and CPU to APFSL, Hyderabad for analysis and report.
PW.9 Inspector of Police, Cyber Crimes P.S. CID, Hyderabad collected the
FSL report from PW.8 Computer Forensic Expert, APFSL, Hyderabad who
analysed the material objects and issued opinion stating that pen drive contains
six files viz.,

Anticoagulants.pdf,
Bulk_Paclitaxel.pdf,
CNS_therapeutics.pdf,

Human_Vaccines.pdf,

A

Micrplate_Instrumentation_supplies.pdf,
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6. Therapeutic_Aphersis.pdf and hard disk of CPU contains six files and data
pertaining to IP address and after completion of entire investigation, PW.9
Inspector of Police, Cyber Crimes, CID filed Charge sheet against the accused
u/Sec.66 of Information Technology Act, 2000 for hacking content server of
complainants company.

4. The case was taken on file for the offences punishable u/Sec.66 of Information
Technology Act, 2000 against accused.

5. After appearance of the accused, copies of all the documents on which the
prosecution proposed to place reliance were furnished to him under Section 207
Cr.P.C. Accused was examined under Section 239 Cr.P.C. He denied the accusations.
Charges u/Sec.66 of Information and Technology Act were framed, read over and
explained to the accused. He pleaded not guilty and claimed to be tried.

skokeskskok

SELF LEARNING STIMULATING EXERCISE

1. Does "Hacking" continue to be a criminal offence under IT Act 2000. Is it possible to
claim damages for hacking.



National Association of Software v. Ajay Sood and ors.
119 (2005) DLT 596, 2005 (30) PTC 437 Del

Pradeep Nandrajog, J. 1. Plaintiff has filed the present suit inter alia praying for a decree of
permanent injunction restraining the defendants or any person acting under their authority
from circulating fraudulent E-mails purportedly originating from the plaintiff of using the
trade mark 'NASSCOM' or any other mark confusingly similar in relation to goods or
services. Prayer for rendition of accounts as well as damages has been made in the plaintiff.

2. Application being IA. 2351/2005 has been filed by the parties under Order 23 Rule 3 CPC.
Application is signed on behalf of defendant No. 1 in person. On behalf of defendant No. 4,
Mr. Shiv Agrawal a Director of defendant No. 4 has appended his signatures. Application is
supported with the affidavits of Mr. Ajay Sood and Mr. Shiv Agrawal. On behalf of plaintiff
application has been signed by Mr. Mohan Khanna. His affidavit has been enclosed Along
with the application. There are 4 defendants to the suit. Defendants 2 and 3 being Ms. Shweta
Ganguli and Mr. Preeti Malotra. As per averments made in the plaint said two defendants
were the authors of the offending E-mails which came to the notice of the plaintiff.

As per the application filed under Order 23 Rule 3 CPC it is stated that defendants 1 and 4,
through the medium of the present suit learnt about the offending acts and identified one Ms.
Tithpoorna Ganguli as the person who was responsible for the offending acts. It is stated that
defendants 2 and 3 were fictitious identities created by said Ms. Tithypoorna Ganguli.

3. As per the compromise application, defendants 1 and 4 have agreed to suffer a decree in
terms of paras 35 'a', 'b' and 'g' of the plaint. Defendants have further agreed that the hard disc
seized from the office of the defendants by the local Commissioner appointed by this Court
could be delivered up to the plaintiff. Needless to state application records that since
defendants 2 and 3 are fictitious identities created by Titypoorna Ganguli said defendants be
deleted from the array of parties.

4. Mr. Ajay Sood and Mr. Shiv Agrawal are present in court. They affirmed the Settlement.
Their statements have been recorded.

5.TA. 2351/2005 brings on record a settlement which in the opinion of the court is a bona-fide
settlement and does not suffer from any illegality. Settlement is taken on record and is
accepted.

6. IA stands disposed of. CS (OS) No. 285/2005

1. Normally where a suit is compromised and terms of compromise are brought on record, a
short cryptic order is required to be passed decreeing the suit in terms of the compromise, but
the fact as have emanated in the present case require this Court to pass a reasoned order.

2. The plaint sets out the following case:--

(i) NASSCOM is India's premiere software association representing 850 members of which
nearly 150 are global companies. NASSCOM is a well known name in India and has a wide
range of activities detailed in paras 13 and 15 of the plaint.
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(i) Masquerading as NASSCOM, defendants, in order to obtain personal data from various
addresses, which they could then use for head-hunting, went on the website as if they were a
premiere selection and recruitment firm.

3. That from the office of defendants No. 1 and 4, offending e-mails were transmitted is not in
dispute as defendants 1 and 4 have suffered a consent decree. On 2nd March, 2005, I have
granted an ex-parte ad-interim injunction against the defendants restraining them from using
the trade name NASSCOM or any other name deceptively similar thereto. Defendants were
further restrained from holding themselves out as being associates or a part of NASSCOM. 1
had also directed execution of a commission to visit the premises of the defendants and take
into custody the hard disc as it was reasonably to be expected that the fraudulent e-mails sent
by the defendants to various parties would be located on the hard-disc. Commission was
executed on 2.3.2005 itself. Two hard discs were recovered on which offending e-mails were
found. One e-mail dated 10.1.2003 written by defendant No. 3 (a fictitious person), another e-
mail dated 11.1.2005 (another fictitious person) were down-loaded from the hard-disc.

4. As per the compromise application filed, it transpired that a lady, Tithypoorna Ganguli, an
employee of defendant No. 4 created fictitious e-mail, Ids in the name of defendants No. 2
and 3 and sent the e-mails in the name of NASSCOM to third parties with a view to extract
personal data. In other words, head hunting was on. May be, head hunting was on behalf of
defendant No. 4 but the truth would never surface in the present case for the reason parties
have entered into a compromise.

5. Internet has spawned novel and interesting methods to defraud individuals and companies,
'Phishing' is a form of internet fraud. In a case of 'Phishing', a person pretending to be a
legitimate association such as a bank or an insurance company in order to extract personal
data from a user such as access codes, passwords etc. which are then used to his own
advantage, misrepresents on the identity of the legitimate party. Typically 'Phishing' scams
involve persons who pretend to represent online banks and siphon cash from e-banking
accounts after conning consumers into handing over confidential banking details.

6. The internet these days is full of scams. E-mail that form the basis of phishing attacks and
pose as a security cheek. These messages trick users into handing over their account details
and passwords. The quoted details are subsequently used for fraudulent transfers. It was only
towards the end of 2003 that phishing e-mails were spotted. Unfortunately, these are
becoming increasingly sophisticated. It appears that the expression 'phishing' comes from the
word fishing whereby a bate is set in the hope that someone will bite. Article titled "Plugging
the Phishing Hole": Legislation v. Technology by Robert Louis B Stevenson dated 17th
March, 2005 talks about the Act in the following terms:

"The Act, if passed will add two crimes to the current federal law; It would criminalize the act
of sending a phishing email regardless of whether any recipients of the email suffered any
actual damages. It would criminalize the act of creating a phishing website regardless of
whether any visitors to the website suffered any actual damages. Senator Leahy described the
effects of the Act in this way; The Act protects the integrity of the Internet in two ways. First,
it criminalize the bait. It makes it illegal to knowingly send out spoofed email that links to
sham websites, with the intention of committing a crime, Second, it criminalize the sham
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websites that are the true scene of the crime. The Act is also notable for what it does not
contain. The bail provides no guidance or allocation of additional resources for its
enforcement. This is in contrast with a recently proposed bill in the House of Representatives
aimed primarily at "spyware," While the House bill adds no law related to phishing, it does
provide for the appropriation of "the sum of $ 10,000,000 to the Attorney General for
prosecuting needed to discourage the use of spyware and... phishing." Because the House bill
adds no new law directed at phishing, this Brief does not further discuss or analyze. It is noted
here only for the purpose of pointing out a possible deficiency in the Act."

7. 1 find no legislation in India on 'phishing'. An act which amounts to phishing, under the
Indian law would be a mis-representation made in the course of trade leading to confusion as
to the source and origin of the e-mail causing immense harm not only to the consumer but
even the person whose name, identity or password is misused. It would also be an act of
passing off as is affecting or tarnishing the image of the plaintiff, if an action is brought by the
aggrieved party.

8. Whether law should develop on the lines suggested by Robert Louis B Stevenson in his
article noted above is left by this Court for future development in an appropriate case.

9. As far as the present case is concerned, defendants 1 and 4 have acknowledged their
employees' illegal action as being violative of plaintiffs right and have recognized the
plaintiffs in sum of Rs. 16,00,000. They have also consented to suffer a decree as recorded in
the application under Order 23 Rule 3 CPC.

10. Suit would stand decreed in terms of the compromise effected between the parties and as
contained in IA No. 2351/2005. Said application shall form part of the decree to be drawn.

11. Hard-discs seized for the defendant's premises by the Local Commissioner on 2.3.2005
are hereby ordered to be turned over to the plaintiff who would be the owner of the hard-
discs. Defendants 1 and 4, their servants and agents would be injuncted from circulating
fraudulent e-mails purportedly originating from the plaintiff or using the trade name
NASSCOM or any other name/mark and address of the plaintiff amounting to passing off and
tarnishment.

12. No costs.
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Aveek Sarkar v. State Of West Bengal (SC)
CRIMINAL APPEAL NO.902 OF 2004 decided on 3 February, 2014

K. S. RADHAKRISHNAN, J. -

1. A German magazine by name “STERN” having worldwide circulation published an article
with a picture of Boris Becker, a world renowned Tennis player, posing nude with his dark-
skinned fiancée by name Barbara Feltus, a film actress, which was photographed by none
other than her father. The article states that, in an interview, both Boris Becker and Barbaba
Feltus spoke freely about their engagement, their lives and future plans and the message they
wanted to convey to the people at large, for posing to such a photograph. Article picturises
Boris Becker as a strident protester of the pernicious practice of “Apartheid”. Further, it was
stated that the purpose of the photograph was also to signify that love champions over hatred.

2. “Sports World”, a widely circulated magazine published in India reproduced the article and
the photograph as cover story in its Issue 15 dated 05.05.1993 with the caption “Posing nude
dropping out of tournaments, battling Racism in Germany. Boris Becker explains his recent
approach to life” — Boris Becker Unmasked.

3. Anandabazar Patrika, a newspaper having wide circulation in Kolkata, also published in the
second page of the newspaper the above-mentioned photograph as well as the article on
06.05.1993, as appeared in the Sports World.

4. A lawyer practicing at Alipore Judge’s Court, Kolkata, claimed to be a regular reader of
Sports World as well as Anandabazar Patrika filed a complaint under Section 292 of the
Indian Penal Code against the Appellants herein, the Editor and the Publisher and Printer of
the newspaper as well as against the Editor of the Sports World, former Captain of Indian
Cricket Team, late Mansoor Ali Khan of Pataudi, before the Sub-Divisional Magistrate at
Alipore. Complaint stated that as an experienced Advocate and an elderly person, he could
vouchsafe that the nude photograph appeared in the Anandabazar Patrika, as well as in the
Sports World, would corrupt young minds, both children and youth of this country, and is
against the cultural and moral values of our society. The complainant stated that unless such
types of obscene photographs are censured and banned and accused persons are punished, the
dignity and honour of our womanhood would be in jeopardy. The complainant also deposed
before the Court on 10.5.1993, inter alia, as follows :

C That the Accused No.1 and the Accused No.2 both the editors of Ananda Bazar
Patrika and Sports World respectively intentionally and deliberately with the help of the
Accused No.3 for the purpose of their business, particularly for sale of their papers and
magazines published, printed and publicly exhibited and circulated and also sold their papers
and magazines namely, Anand Bazar Patrika and Sports World dated 6.5.1993 wherein the
photograph of world class Lawn Tennis player namely, Boris Becker and his girl friend
German Film Actress Miss Barbara have been published in a manner in an inter-twined
manner wherein Boris Becker placed the hand upon the breast of Miss Barbara which have
annexed in my petition with a caption ‘Boris Backer Un- masked’ which is absolutely
obscene and lascivious in nature and which is a criminal offence. The obscene and about nude
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photographs show published by the accused persons in the mind of myself as well as society
of different age group have a very bad impact........”

5. The learned Magistrate on 10.5.1993 passed the following order in Criminal Case Ref.
Case No.C.796 of 1993 :

‘Complainant is present. He is examined and discharged. No other PWs are present. It appears
that a prima facie case is made out against the accused persons under Section 292 IPC. Issue
summons against all the accused persons fixing 17.6.1993 for S.P. and appearance. Requisite
at one.”

6. Complainant also urged that the accused persons should not only be prosecuted under
Section 292 IPC, but also be prosecuted under Section 4 of the Indecent Representation of
Women (Prohibition) Act, 1986, since the photograph prima facie gives a sexual titillation
and its impact is moral degradation and would also encourage the people to commit sexual
offences. The accused persons on 5.3.1993 filed an application before the Court for dropping
the proceedings stating that there was no illegality in reproducing in the Sports World as well
as in the Anandabazar Patrika of the news item and photograph appeared in a magazine
‘STERN” published in Germany. Further, it was pointed out that the said magazine was never
banned entry into India and was never considered as ‘obscene’, especially when Section 79 of
Indian Penal Code states that nothing is an offence which is done by any person who is
justified by law, or who by reason of a mistake of fact and not reason of a mistake of law in
good faith, believes himself to be justified by law, in doing it.

7. The Court after seeing the photographs and hearing the arguments on either side, held as
follows :-

“Moreover, until evidence comes in it will not be proper to give any opinion as to the
responsibility of the accused persons. But I feel it pertinent to mention that though the Section
292 does not define word ‘obscene’, but my rids of precedents have clustered round on this
point and being satisfied with the materials on record, pernicious effect of picture in
depraving and debauching the mind of the persons into whose hands it may come and also for
other sufficient reasons to proceed further this Court was pleased to issue process against the
accused persons under Section 292 [.P.C. At present having regard to the facts of the case, I
find the matter merits interference by not dropping the proceedings as prayed for. It is too
early to say that the accused persons are entitled to get benefit of Section 79 I.P.C.”

8. The Magistrate after holding so, held the accused persons to be examined under Section
251 Cr.P.C. and ordered that they would be put to face the trial for the offence punishable
under Section 292 IPC alternatively under Section 4 of the Indecent Representation of
Women (Prohibition) Act, 1986.

9. The Appellants herein preferred Criminal Revision No.1591 of 1994 before the High Court
of Calcutta under Section 482 Cr.P.C. for quashing the proceedings in Case No.C.796 of 1993
(corresponding to T.R. No.35 of 1994) pending before the learned Judicial Magistrate Court,
Alipore. Before the High Court, it was pointed out that the Magistrate had not properly
appreciated the fact that there was no ban in importing the German sports magazine ‘STERN”
into India. Consequently, reproduction of any picture would fall within the general exception


https://indiankanoon.org/doc/1704109/
https://indiankanoon.org/doc/1704109/
https://indiankanoon.org/doc/124708675/
https://indiankanoon.org/doc/1918278/
https://indiankanoon.org/doc/34053555/
https://indiankanoon.org/doc/34053555/
https://indiankanoon.org/doc/1704109/
https://indiankanoon.org/doc/1918278/
https://indiankanoon.org/doc/429078/
https://indiankanoon.org/doc/429078/
https://indiankanoon.org/doc/1704109/
https://indiankanoon.org/doc/124708675/
https://indiankanoon.org/doc/1679850/

44 Aveek Sarkar v. State Of West Bengal (SC)

contained in Section 79 IPC. Reference was also made to letter dated 20th July, 1993
addressed by the Assistant Editor, Sports World to the Collector, Calcutta Customs and a
copy of the letter dated 4.10.1993 sent by the Deputy Collector, Calcutta Customs to the
Assistant Editor, Sports World. Referring to the picture, it was pointed out that the picture
only demonstrates the protest lodged by Boris Becker as well as his fiancée against
‘apartheid” and those facts were not properly appreciated by the learned Magistrate. Further,
it was also pointed out that the offending picture could not be termed as obscene inasmuch as
nudity per se was not obscene and the picture was neither suggestive nor provocative in any
manner and would have no affect on the minds of the youth or the public in general. Further,
it was also pointed out that the learned Magistrate should not have issued summons without
application of mind. The High Court, however, did not appreciate all those contentions and
declined to quash the proceedings under Section 483 Cr.P.C., against which this appeal has
been preferred.

10. Shri Pradeep Ghosh, learned senior counsel, appearing for the Appellants, submitted that
the publication in question as well as the photograph taken, as a whole and in the background
of facts and circumstances, cannot be said to be per se “obscene” within the meaning of
Section 291(1) IPC so as to remand a trial of the Appellants in respect of the alleged offence
under Section 292(1) IPC. The learned counsel pointed out that obscenity has to be judged in
the context of contemporary social mores, current socio-moral attitude of the community and
the prevalent norms of acceptability/ susceptibility of the community, in relation to matters in
issue. In support of this contention, reliance was placed on the Constitution Bench judgment
of this Court in Ranjit D. Udeshi v. State of Maharashtra AIR 1965 SC 881. Reference was
also made to the judgment of this Court in Chandrakant Kalyandas Kakodar v. State of
Mabharashtra 1969 (2) SCC 687. Few other judgments were also referred to in support of his
contention. Learned senior counsel also pointed out that the learned Magistrate as well as the
High Court have completely overlooked the context in which the photograph was published
and the message it had given to the public at large. Learned senior counsel also pointed out
that the photograph is in no way vulgar or lascivious. Learned senior counsel also pointed out
that the Courts below have not properly appreciated the scope of Section 79 IPC and that the
Appellants are justified in law in publishing the photograph and the article which was
borrowed from the German magazine. Learned senior counsel also pointed out that such a
publication was never found to be obscene even by the State authorities and no FIR was ever
lodged against the Appellants and a private complaint of such a nature should not have been
entertained by the learned Magistrate without appreciating the facts as well as the law on the
point. Learned senior counsel pointed out that the High Court ought to have exercised
jurisdiction under Section 482 Cr.P.C.

11. Shri Mohit Paul, learned counsel, appearing for the Respondents, submitted that the
Courts below were justified in holding that it would not be proper to give an opinion as to the
culpability of the accused persons unless they are put to trial and the evidence is adduced.
Learned counsel pointed out that the question whether the publication of the photograph is
justified or not and was made in good faith requires to be proved by the Appellants since good
faith and public good are questions of fact and matters for evidence. Learned counsel pointed
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out that the learned Magistrate as well as the High Court was justified in not quashing the
complaint and ordering the Appellants to face the trial.

TEST OF OBSCENITY AND COMMUNITY STANDARDS

12. Constitution Bench of this Court in the year 1965 in Ranjit D. Udeshi (supra) indicated
that the concept of obscenity would change with the passage of time and what might have
been “obscene” at one point of time would not be considered as obscene at a later period.
Judgment refers to several examples of changing notion of obscenity and ultimately the Court
observed as follows :-

“.... The world, is now able to tolerate much more than formerly, having coming indurate by
literature of different sorts. The attitude is not yet settled.....” This is what this Court has said
in the year 1965.

13. Again in the year 1969, in Chandrakant Kalyandas Kakodar (supra), this Court reiterated
the principle as follows:-

“The standards of contemporary society in India are also fast changing. “

14. Above mentioned principle has been reiterated in Samaresh Bose v. Amal Mitra (1985) 4
SCC 289 by laying emphasis on contemporary social values and general attitude of ordinary
reader. Again in 2010, the principle of contemporary community standards and social values
have been reiterated in S. Khushboo V. Kanniammal (2010) 5 SCC 600.

15. This Court in Ranjit D. Udeshi (supra) highlighted the delicate task to be discharged by
the Courts in judging whether the word, picture, painting, etc. would pass the test of obscenity
under Section 292 of the Code and the Court held as follows :

“The Penal Code does not define the word obscene and this delicate task of how to
distinguish between that which is artistic and that which is obscene has to be performed by
courts, and in the last resort by the Supreme Court. The test must obviously be of a general
character but it must admit of a just application from case to case by indicating a line of
demarcation not necessarily sharp but sufficiently distinct to distinguish between that which is
obscene and that which is not. None has so far attempted a definition of obscenity because the
meaning can be laid bare without attempting a definition by describing what must be looked
for. It may, however, be said at once that treating with sex and nudity in art and literature
cannot be regarded as evidence of obscenity without something more. The test of obscenity
must square with the freedom of speech and expression guaranteed under our Constitution.
This invites the court to reach a decision on a constitutional issue of a most far reaching
character and it must beware that it may not lean too far away from the guaranteed freedom.”

16. Applying the above test, to the book “Lady Chatterley’s Lover”, this Court in Ranjit D.
Udeshi (supra) held that in treating with sex the impugned portions viewed separately and
also in the setting of the whole book passed the permissible limits judged of from our
community standards and there was no social gain to the public which could be said to
preponderate the book must be held to satisfy the test of obscenity.

17. The novel “Lady Chatterley’s Lover” which came to be condemned as obscene by this
Court was held to be not obscene in England by Central Criminal Court. In England, the
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question of obscenity is left to the Jury. Byrne, J., learned Judge who presided over the
Central Criminal Court in R. v. Penguin Books Ltd. (1961 Crl. Law Review 176) observed as
follows :-

“In summing up his lordship instructed the jury that: They must consider the book as a whole,
not selecting passages here and there and, keeping their feet on the ground, not exercising
questions of taste or the functions of a censor. The first question, after publication was: was
the book obscene? Was its effect taken as a whole to tend to deprave and corrupt persons who
were likely, having regard to all the circumstances, to read it? To deprave meant to make
morally bad, to pervert, to debase or corrupt morally. To corrupt meant to render morally
unsound or rotten, to destroy the moral purity or chastity, to pervert or ruin a good quality, to
debase, to defile. No intent to deprave or corrupt was necessary. The mere fact that the jury
might be shocked and disgusted by the book would not solve the question. Authors had a right
to express themselves but people with strong views were still members of the community and
under an obligation to others not to harm them morally, physically or spiritually. The jury as
men and women of the world, not prudish but with liberal minds, should ask themselves was
the tendency of the book to deprave and corrupt those likely to read it, not only those reading
under guidance in the rarefied atmosphere of some educational institution, but also those who
could buy the book for three shillings and six pence or get it from the public library, possibly
without any knowledge of Lawrence and with little knowledge of literature. If the jury were
satisfied beyond reasonable doubt that the book was obscene, they must then consider the
question of its being justified for public good in the interest of science, literature, art or
learning or other subjects of general concern. Literary merits were not sufficient to save the
book, it must be justified as being for the public good. The book was not to be judged by
comparison with other books. If it was obscene then if the defendant has established the
probability that the merits of the book as a novel were so high that they outbalanced the
obscenity so that the publication was the public good, the jury should acquit.”

18. Later, this Court in Samaresh Bose (supra), referring to the Bengali novel “Prajapati”
written by Samaresh Bose, observed as follows :-

“35. e We are not satisfied on reading the book that it could be considered to be
obscene. Reference to kissing, description of the body and the figures of the female characters
in the book and suggestions of acts of sex by themselves may not have the effect of
depraving, debasing and encouraging the readers of any age to lasciviousness and the novel
on these counts, may not be considered to be obscene. It is true that slang and various
unconventional words have been used in the book. Though there is no description of any
overt act of sex, there can be no doubt that there are suggestions of sex acts and that a great
deal of emphasis on the aspect of sex in the lives of persons in various spheres of society and
amongst various classes of people, is to be found in the novel. Because of the language used,
the episodes in relation to sex life narrated in the novel, appear vulgar and may create a
feeling of disgust and revulsion. The mere fact that the various affairs and episodes with
emphasis on sex have been narrated in slang and vulgar language may shock a reader who
may feel disgusted by the book does not resolve the question of obscenity............... ” We have
already indicated, this was the contemporary standard in the year 1985.
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19. We are, in this case, concerned with a situation of the year 1994, but we are in 2014 and
while judging as to whether a particular photograph, an article or book is obscene, regard
must be had to the contemporary mores and national standards and not the standard of a group
of susceptible or sensitive persons.

HICKLIN TEST:

20. In the United Kingdom, way back in 1868, the Court laid down the Hicklin test in Regina
v. Hicklin (1868 L.R. 2 Q.B.

360), and held as follows :-

“The test of obscenity is whether the tendency of the matter charged as obscenity is to
deprave and corrupt those whose minds are open to such immoral influences and into whose
hands a publication of this sort may fall.”

21. Hicklin test postulated that a publication has to be judged for obscenity based on isolated
passages of a work considered out of context and judged by their apparent influence on most
susceptible readers, such as children or weak-minded adults. United States, however, made a
marked departure. Of late, it felt that the Hicklin test is not correct test to apply to judge what
is obscenity. In Roth v. United States 354 U.S. 476 (1957), the Supreme Court of United
States directly dealt with the issue of obscenity as an exception to freedom of speech and
expression. The Court held that the rejection of “obscenity” was implicit in the First
Amendment. Noticing that sex and obscenity were held not to be synonymous with each
other, the Court held that only those sex-related materials which had the tendency of “exciting
lustful thoughts” were found to be obscene and the same has to be judged from the point of
view of an average person by applying contemporary community standards.

22. In Canada also, the majority held in Brodie v. The Queen (1962 SCR

681) that D.H. Lawrence’s novel “Lady Chatterley’s Lover” was not obscene within the
meaning of the Canadian Criminal Code

23. The Supreme Court of Canada in Regina v. Butler (1992) 1 SCR 452, held that the
dominant test is the “community standards problems test”. The Court held that explicit sex
that is not violent and neither degrading nor dehumanizing is generally tolerated in the
Canadian society and will not qualify as the undue exploitation of sex unless it employs
children in its production. The Court held, in order for the work or material to qualify as
‘obscene’, the exploitation of sex must not only be a dominant characteristic, but such
exploitation must be “undue”. Earlier in Towne Cinema Theatres Ltd. v. The Queen (1985) 1
SCR 494, the Canadian Court applied the community standard test and not Hicklin test.

COMMUNITY STANDARD TEST:

24. We are also of the view that Hicklin test is not the correct test to be applied to determine
“what is obscenity”. Section 292 of the Indian Penal Code, of course, uses the expression
‘lascivious and prurient interests’ or its effect. Later, it has also been indicated in the said
Section of the applicability of the effect and the necessity of taking the items as a whole and
on that foundation where such items would tend to deprave and corrupt persons who are
likely, having regard to all the relevant circumstances, to read, see or hear the matter


https://indiankanoon.org/doc/1704109/

48 Aveek Sarkar v. State Of West Bengal (SC)

contained or embodied in it. We have, therefore, to apply the “community standard test”
rather than “Hicklin test” to determine what is “obscenity”. A bare reading of Sub-section (1)
of Section 292 , makes clear that a picture or article shall be deemed to be obscene (i) if it is
lascivious; (ii) it appeals to the prurient interest, and (iii) it tends to deprave and corrupt
persons who are likely to read, see or hear the matter, alleged to be obscene. Once the matter
is found to be obscene, the question may arise as to whether the impugned matter falls within
any of the exceptions contained in Section. A picture of a nude/semi-nude woman, as such,
cannot per se be called obscene unless it has the tendency to arouse feeling or revealing an
overt sexual desire. The picture should be suggestive of deprave mind and designed to excite
sexual passion in persons who are likely to see it, which will depend on the particular posture
and the background in which the nude/semi-nude woman is depicted. Only those sex-related
materials which have a tendency of “exciting lustful thoughts™ can be held to be obscene, but
the obscenity has to be judged from the point of view of an average person, by applying
contemporary community standards.

MESSAGE AND CONTEXT

25. We have to examine the question of obscenity in the context in which the photograph
appears and the message it wants to convey. In Bobby Art International & Ors. v. Om Pal
Singh Hoon (1996) 4 SCC 1, this Court while dealing with the question of obscenity in the
context of film called Bandit Queen pointed out that the so-called objectionable scenes in the
film have to be considered in the context of the message that the film was seeking to transmit
in respect of social menace of torture and violence against a helpless female child which
transformed her into a dreaded dacoit. The Court expressed the following view :-

“First, the scene where she is humiliated, stripped naked, paraded, made to draw water from
the well, within the circle of a hundred men. The exposure of her breasts and genitalia to
those men is intended by those who strip her to demean her. The effect of so doing upon her
could hardly have been better conveyed than by explicitly showing the scene. The object of
doing so was not to titillate the cinemagoer’s lust but to arouse in him sympathy for the victim
and disgust for the perpetrators. The revulsion that the Tribunal referred to was not at Phoolan
Devi’s nudity but at the sadism and heartlessness of those who had stripped her naked to rob
her of every shred of dignity. Nakedness does not always arouse the baser instinct. The
reference by the Tribunal to the film “Schindler’s List” was apt. There is a scene in it of rows
of naked men and women, shown frontally, being led into the gas chambers of a Nazi
concentration camp. Not only are they about to die but they have been stripped in their last
moments of the basic dignity of human beings. Tears are a likely reaction; pity, horror and a
fellow- feeling of shame are certain, except in the pervert who might be aroused. We do not
censor to protect the pervert or to assuage the susceptibilities of the over-sensitive. “Bandit
Queen” tells a powerful human story and to that story the scene of Phoolan Devi’s enforced
naked parade is central. It helps to explain why Phoolan Devi became what she did: her rage
and vendetta against the society that had heaped indignities upon her.” [Emphasis Supplied]

26. In Ajay Goswami v. Union of India (2007) 1 SCC 143, while examining the scope of
Section 292 IPC and Sections 3, 4 and 6 of the Indecent Representation of Women
(Prohibition) Act, 1986, this Court held that the commitment to freedom of expression
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demands that it cannot be suppressed, unless the situations created by it allowing the freedom
are pressing and the community interest is endangered.

27. We have to examine whether the photograph of Boris Becker with his fiancée Barbara
Fultus, a dark-skinned lady standing close to each other bare bodied but covering the breast of
his fiancée with his hands can be stated to be objectionable in the sense it violates Section 292
IPC. Applying the community tolerance test, we are not prepared to say such a photograph is
suggestive of deprave minds and designed to excite sexual passion in persons who are likely
to look at them and see them, which would depend upon the particular posture and
background in which the woman is depicted or shown. Breast of Barbara Fultus has been
fully covered with the arm of Boris Becker, a photograph, of course, semi-nude, but taken by
none other than the father of Barbara. Further, the photograph, in our view, has no tendency
to deprave or corrupt the minds of people in whose hands the magazine Sports World or
Anandabazar Patrika would fall.

28. We may also indicate that the said picture has to be viewed in the background in which it
was shown, and the message it has to convey to the public and the world at large. The cover
story of the Magazine carries the title, posing nude, dropping of harassment, battling racism in
Germany. Boris Becker himself in the article published in the German magazine, speaks of
the racial discrimination prevalent in Germany and the article highlights Boris Becker’s
protests against racism in Germany. Boris Becker himself puts it, as quoted in the said article:

“the nude photos were supposed to shock, no doubt about it....... What I am saying with these
photos is that an inter-racial relationship is okay.”

29. The message, the photograph wants to convey is that the colour of skin matters little and
love champions over colour. Picture promotes love affair, leading to a marriage, between a
white-skinned man and a black skinned woman.

30. We should, therefore, appreciate the photograph and the article in the light of the message
it wants to convey, that is to eradicate the evil of racism and apartheid in the society and to
promote love and marriage between white skinned man and a black skinned woman. When
viewed in that angle, we are not prepared to say that the picture or the article which was
reproduced by Sports World and the Anandabazar Patrika be said to be objectionable so as to
initiate proceedings under Section 292 IPC or under Section 4 of the Indecent Representation
of Women (Prohibition) Act, 1986.

31. We have found that no offence has been committed under Section 292 IPC and then the
question whether it falls in the first part of Section 79 IPC has become academic. We are
sorry to note that the learned Magistrate, without proper application of mind or appreciation
of background in which the photograph has been shown, proposed to initiate prosecution
proceedings against the Appellants. Learned Magistrate should have exercised his wisdom on
the basis of judicial precedents in the event of which he would not have ordered the
Appellants to face the trial. The High Court, in our view, should have exercised powers under
Section 482 Cr.P.C. to secure the ends of justice.

32. We are, therefore, inclined to allow this appeal and set aside the criminal proceedings
initiated against the Appellants. The Appeal is allowed as above.
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SELF LEARNING STIMULATING EXERCISES

1. Obscenity involves within its ambit many other social connotations like decency,
morality, etc. which makes it a rather complex issue. Courts have from time and
again introduced test/ standard which have evolved from society to society. Do you
think time has come to give definite meaning to word obscenity. Does section 67,
67A and 67B should satisfy the test laid down in Aveek Sarkar (Hint - This question
becomes particularly relevant in the absence of any proper definition of the word
obscenity and sexually explicit under the IT Act).

2. Can a person maintaining a commercial website featuring sexually explicit content be
said to be publishing obscene material which is punishable under the Act.

(Hint -The word publication has not been defined under the IT Act. Refer to the case
of R v. Grahan Waddon (2000 WL 491456)



State of Tamil Nadu v. Suhas Katti
( decided on 5-11-2004)
ADDL. CMM EGMORE,, C.C.NO.4680/2004
Source :http://www.prashantmali.com/cyber-law-cases

SHRI ARUL RAJ, ADDL CMM -

Assistant Commissioner of Police, Cyber Crime Cell, C.C.B.Egmore, Chennai.8 has
filed Final Report against the accused, that on 7.2.04, evening at Cyber Café Hello World
Centre, Sion, Mumbai having an L.P.61.11.10.99, the accused with intention of harming
the reputation of the Complainant Ms. R, created user id in the name of her and composed
an obscene message intending that such document shall be used for posting in different
obscene Yahoo Group, with the intention to make others to believe that the document was
made by her, so that the persons seeing the obscene message would send offending calls
to her,in harming her reputation and by insulting her modesty by the words exhibited in
the email and in the course of same transaction, on 7.2.04, evening at Cyber Café Hello
World Centre, Sion, Mumbai, having an IP 61.11.10.99 the Accused posted obscene
message which are lascivious and also have the effect to corrupt persons who are likely to
read and see such obscene messages and caused to the published in different obscene
Yahoo goups and in the course of same transaction, that on 9.2.04, morning, at Cyber
Café Heighten Advertising, Mahim, Mumbai, having an IP 202.88.165.53 the accused
with intention of harming the reputation of the complainant Ms. R entered user id. which
was created by him in the name of the complainant and composed an obscene message
intending that such document shall be used for posting in different obscene Yahoo
groups, with the intention to make others to believe that the document was made by her,
so that the persons seeing the obscene message would send offending calls to her, in
harming her reputation and by insulting her modesty by the words exhibited in the email
and that in the course of same transaction, that on 9.2.04, morning at cyber café Heighten
Advertising, Mahim, Mumbai, having an IP 202.88.165.53, the accused posted obscene
messages which are lascivious and also have the effect to corrupt person who are likely to
read and see such obscene messages and caused to be published in different obscene
Yahoo goups and thereby the accused have committed offences u/s 469 IPC, 67 LT Act.
469 &509 IPC, and 67 of L.T. Act.

P.W. 1 is the only daughter of P.W.2 and P.W.3.P.W .2 is the father, P.W.3 is the mother.
Presently, P.W.1 is working as a senior Executive (H.R.) in a multinational Company at
Chennai. She studied her MBA Course in Mumbai in the year 1997, the accused studied
with P.W.1 and she was his classmate is Mumbai. Accused belongs to Mumbai. On
9.2.04, She opened her Rediff e-mail and noticed the receipt of two obscene messages
which were posted on 7.2.04 and 9.2.04. She took computer output of the obscene
message posted on 7.2.04, Ex P.1 is the obscene message. The obscene message carried
her Office phone numbers and her e-mail 1.D. The house Phone number was wrongly
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given. The said obscene messages have been sent through Yahoo website to 5 sex groups.
The computer printout obscene message posted in @ Radha lovers group is EX.P.2. On
seeing the said messages, several persons sent the responsive message and many persons
tried to contact her over phone. Ex P3 series is the responsive messages. Several Phone
calls came to her office. P.W.1 informed the said matter to her parents. The messages
were likely to harm the reputation and morale of P.W.1.

P.W. 1 had married Jaichand Prajapathi of Uttar Pradesh in the year 2001. The family
life was not happy and she obtained divorce through court in the year 2003. The Accused
was citied as witness in the divorce petition. P.W.1 recollected one incident and suspected
in the involvement of the Accused. During college days in the year 1997, the accused
used to travel with P.W.1 in train at Mumbai. On one such occasion, Accused pointed out
an obscene scribbling with phone number in the train and told P.W.1 that on seeing the
phone number, many persons would try to contact the phone number and this is the best
way to spoil the reputation of a woman. The Accused even expressed his desire to marry
P.W.1, after the engagement of P.W.1 with Jaichand Prajapati was over. P.W.1 turned
down his proposal. In the year 2003, the Accused stayed in the house of the P.W.1 for
about 10 days stating that he has to attend an interview at Banglalore. At that time also,
Accused offered to marry P.W.1 for which P.W.1 and her parents refused the alliance.
Thereafter, P.W.1 after his return to Mumbai was in the habit of making Phone calls,
sending S.M.S. Messages and sending E-mail to P.W.1 frequently. Hence P.W.1 blocked
the e-mail L.D. of the Accused. Ex.P5 is the Computer output for blocking the e-mail I.D.
of the Accused.

On seeing the obscene message, P.W.1 discussed the matter with P.W.2 and P.W.3 and
sought the help of the Accused over phone. P.W.1 and her parents issued a warning
message in the name of PW 2 and PW 3 by creating an email ID viz,
parant2003 @yahoo.co.in and transmitted same to the yahoo groups. She sent warning
messages to the persons, who sent responsive message in ExP.6 series. A copy of
warning message was also sent to the Accused.

P.W.1 lodged a complaint on 14/2/2004 along with Ex.P1 at Cyber Crime Police. The
complaint is Ex. P.4 P.W.12 who received the complaint directed P.W.4 to obtain header
details and other particulars to find out the origination of the messages. P.W.4 went to
Cyber Café at Kennath Lane, Egmore along with P.W. 1 she down loaded the message
took print out by using the e-mail I.D. Parant2003 @ Yahoo.Co.in Ex.P.9-Ex.P.12. She
extracted and stored the messages in Mo.2 floppies. Thereafter P.W.12 gave a requisition
to the Hathway Cable and Data Com. Pvt. Ltd; under Ex.P.13, for which it gave a reply in
Ex. P.14. P.W.12 also gave a requisition to Dishnet D.S.L. in Ex.P.13 and the reply given
by Dishnet D.S.L is Ex.P.15. P.W.5 speaks about Ex.P.13 and Ex.P.14. P.W.6 speaks
about Ex.P.15.P.W.12 also examined P.W.11 and obtained particulars in Ex. P.29 series
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and confirmed that the messages were originated from Mumbai. P.W.12- Investigation
Officer registered F.I.R. Ex.P.34 on 20.2.04.

Thereafter, P.W.12 proceeded to Mumbai on 24.2.04, and arrested the Accused at
Mumbai on 25.2.04. He seized Mo.1 Cell Phone from the Accused under Mahazar Ex.P.8
P.W.8 and P.W.9 who are running browsing Centre at Mumbai, identified the Accused in
the presence of P.W.12. He seized Ex.P.23, 24 registers from them. P.W.8 speaks about
the Accused and the seizure of Ex.P.22 and the remarks made by P.W.12 in Ex.P.23,
P.W. 9 speaks about the Accused that he came to the browsing centre and signed in the
Register Ex.P24 as R. Ex.P.25 is the word written by the Accused.

P. W. 12, brought the Accused to Chennai on 28.2.04, after producing the Accused before
a Mumbai Court. The Accused gave a confession statement in the presence of P.W. 10
and he gave the password ““an rose”. The said word is Ex.P.27.

The particulars stored in the SIM Card were taken print out in Ex.P. 28 series through
S.M.S. Reader. P.W.12 went to the office of P.W.7 and took computer print out by using
the password “an rose”. He issued the certificate in Ex.P.21. The computer print outs are
Ex. P 16-P.20. P.W.12 completed investigation and laid charge sheet against the Accused
of offences u/s 67 of I T Act and u/s 469,509 of IPC.

Final Order

...this court is not inclined to accept the theory projected by the Accused that the obscene
messages would have been created by P.W.1, P.W.2 and P.W .3 or by Jaichand Prajapathi.
It is clear that the Accused himself has composed and posted the obscene messages from
the browsing centre of P.W.8 and P.W.9. This Court holds that the prosecution has
proved its charges against the accused beyond all reasonable doubt and hence the
Accused is liable to be punished.

The Accused was heard regarding the question of sentence u/s 248 (2) Cr.P.C. The
Accused pleaded for admonition. The Accused is not a lay man. He is educated and
studied upto M.B.A. P.W.1 is holding a responsible post in a multinational Company at
Chennai. The Accused has chosen to post the obscene message for the simple reason that
she refused to marry him. He did not behave like an educated man. Only a family woman
can realise the mental sufferings and pain if unknown persons contacted her through
phone and e-mail and invited her to bed. The mental sufferings and humiliation
undergone by the P.W.1 cannot be compensated in terms of money or by solacial words.
It cannot be stated that the Accused had acted in a heat of passion. Two days repeatedly
he had sent the obscene message—Computer system and browsing centre are meant for
learning things and updating knowledge in various fields. The Accused has misused the
same to take revenge on a sophisticated lady. Therefore, the Accused does not deserve
leniency and is liable to be punished.
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In the result, the Accused is found guilty of offences u/s 469,509 IPC, and u/s 67 of
LT. Act. and the Accused is convicted and is sentenced to undergo Rigorous
imprisonment for 2 years u/s 469 IPC, and to pay a fine Rs.500/- i/d, to undergo simple
imprisonment for 1 month and for the offence u/s 509 IPC, sentenced to undergo 1 year
simple Imprisonment and to pay a fine of Rs.500/- i/d to undergo simple imprisonment
for 1 month and for the offence u/s 67 of Information Technology Act 2000 to undergo
Rigorous Imprisonment for 2 years and to pay a fine of Rs.4,000/- i/d to undergo S.I. for
6 months. All sentences to run concurrently. The period undergone by the Accused will
be set off u/s 428 Cr.P.C.

skokeskoskok

SELF LEARNING STIMULATING EXERCISE

1. The minor boys make a social networking group and post morphed pictures of minor
girls with obscene comments. The incidents raises serious concerns about the
protection of young and adolescent children online. In such kind of groups generally
three kind of members exists : Active members, Passive members and those who
never wanted to be a part of such group but under peer pressure join these groups?
How do you feel such kind of situations are to be handled? Does our IT law provide
some provisions to deal with situations like these and is there a_ way out to
differentiate between active and passive members or they should be treated alike?

(Hint - Bois Locker Room incident , POCSO Act and, Juvenile Justice Act)



The State (Cyber Cell v. Yogisha @ Yogesh Pandurang Prabhu
ADDL. CHIEF METROPOLITAN MAGISTRATE, 37TH COURT, ESPLANADE,
MUMBAI
C.C. NO. 3700686/PS/2009
(Delivered on 3rd July, 2015)

JUDGMENT - Shri M. R. Natu (Add. CMM)
Prosecution case in brief is as under:

1. One Sonali Asoka Sawai lodged a report in Cyber Cell, Mumbai. Reporter was working in
the Debold Systems Private Limited, since February 2009. Company provided her laptop,
data cards. Prior to 2009, she was working in Mahindra and Mahindra Company. She is
having email id sawaisonali@gmail.com. She is also having profile orkut. She come in
contact of accused Yogesha Prabhu through this site, they become friend. Then they meet
facetoface, but later period, reporter did not like nature of this Yogesha and she unfriend him.

2. On 03/03/2009 she opened her email account referred above, and found that she received
one mail from email id s0198021 @gmail.com, which was unknown. When she opened this
email, which was received about 00:00:18 a.m., she found flimsy and vulgar comment on
her, but she neglected to the same. When she come back and opened her email account as
usual at about 11 p.m. found same style email. She received such emails having vulgar
comment on her on 5/03/2009, 06/03/2009, 08/03/2009. The emails were displaying nude
photographs, pornographic postures, So she took out prints of all these emails and reported
this fact to cyber cell on 9/4/09. She further reported that when enquiry of her application was
made, it was found that the emails were received from 15 IP addresses of Airtel and Reliance
company. Physical address of first 12 IP addresses was M/s. Wam Bombay Bulk Handling
Equipment Industry Private Limited, Plot No. C— 39, B and C, TTC MIDC Turbhe Mahape
Road, New Mumbai and House No. 397, sector 40 Gurgaon , Haryana 122001. She reported
that accused works in above referred company and also visits at Haryana for company work.
She complained that this accused Yogesha outrage her modesty.

3. On this formed report, crime number 110/2009 was registered in Shivaji Park P.S. for
offence under section 509 of Indian Penal Code and 67 and 67A of Information Technology
Act.

4. From perusal of papers, it reveals that investigating officer made enquiry about the IP
address then got physical address from the service provider and reached to the accused. He
seized laptop provided to accused, got it examined through the expert and obtained its report.
He also recorded disclosure statement of accused, wherein he agreed it to open disputed email
id wherefrom offending emails were sent accordingly, he opened the email id by using
password known to him and offending material was found in outbox of the email id so
opened. Printouts of these emails were obtained by IO, and accordingly panchnama was
carried out. He also recorded statements of witnesses and come on conclusion that accused
Yogesh is author of crime, and accordingly submitted chargesheet in court.
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5. My learned predecessor vide Exhibit3 pleased to frame charge for offence punishable
under section 509 of Indian Penal Code and 67 and 67(a) of Information Technology Act.
Plea of accused is placed at exhibit4. Accused denied charge and claimed innocence and trial.

6. From the charge following point arise for determination. My finding thereon follows for
the reasons discussed below.

SrNo POINTS

1 Does prosecution prove that between 3/3/09 to 9/3/09 at about 22.5, five hours from
101/5, second floor tulips house, road number three Shivaji Park Dadar West,
Mumbai. Accused intending to insult the modesty of complainant's end of scene
emails containing obscene message and photographs of pornic postures on email ID
of reporter Sonali, intending that she shall see it and thereby committed an offence
punishable under section 509 of Indian penal code?

Findings Affirmative.

2 Does prosecution prove that in between above period accused sent obscene and
pornographic emails on reporter email id sawaisonali @gmail.com by preparing
bogus email id s0198021 @gmail.com through web and thereby committed an
offence punishable under sections 67 and 67A of information technology act?

Findings - Charge under section 67 & 67A not established for want of proof of
publishing but offence under section 66E is established.

3 Whether any other offence is established?

Findings - As per final order.

REASONS

7. To establish its case prosecution examined, Sonali Sawai (P.W.1) at Exhibit4.She brought
printouts of offending emails which are placed at Articles A to H. She also brought her
reports on record vide Exhibits 5, 6 and 7. Second witness is panch, Krishna Purohit (Exhibit
8). He turned hostile. Third witness is Amit popatwala (Exhibit 9). He brought panchnama
Exhibit10 on record. Kundan Raut (P.W.4) at Exhibit 10. He also turned hostile. Anil Vishnu
Mandoskar (P.W.5) at Exhibhitl1 is employer of accused. So as Ashutosh Singh (P.W.6) at
Exhibit12 was though, is colleague of accused. Sonali Mistry (P.W.7) at Exhibit 14, is a
Scientific officer of Forensic Lab. She brought her report Exhibitl5 on record. She also
identified laptop, hard disk and allied material vide Articles I and J. Mukund Gopal Pawar
(P.W.8) at Exhibitl9, is police officer who investigated this matter. Statement of accused is
recorded separately at Exhibit27.

8. Heard both sides at length. Gone through the case laws referred by defence.

9. At the outset it is required to be noted that this is not offence which took place in face to
face presence. It took place through web, in that way there is no eye witness of the offence,
but, it entirely dependent on circumstantial evidence as rightly pointed out both the parties.
While touching to the evidence on record here it will not to out of place to see ratio relied by
defence reported in 1991EQ(SC)0210; Jaharlaldas v/s. State of Orissa. In this case
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Hon'ble Supreme Court spelled on circumstantial evidence and it's appreciation following in
quote:

“It is well settled that circumstantial evidence in order to sustain the conviction must satisfy
three conditions:

1) the circumstances from which an inference of guilt is sought to be drawn must be cogently
and firmly established; 2) those circumstances should be of a definite tendency unerringly
pointed out towards the guilt of accused; 3) the circumstances taken cumulatively should firm
a chain so complete that there is no escape from the conclusion that within all human
probability the crime was committed by the accused and none else and it should be also to
incapable of explanation on any other hypothesis than that of the the guilt of the accused”.

10. The judgment also quoted caution as given in Hanumant v/s. State of Madhya Pradesh,
1952 SCR 1091, quoted “in dealing with circumstantial evidence there is always the danger
that conjecture or suspicion may take place of legal proof. It is therefore, right to remember
that in cases where the evidence is of a circumstantial nature, the circumstances from which
the conclusion of guilt is to be drawn should in the first instance be fully established and all
the facts so established should be consistent only with the hypothesis of the guilt of the
accused. Again, the circumstances should be of a conclusive nature and tendency...............

Same is the observation in State of Uttar Pradesh v/s. Ashokkumar Srivastava, 1992 SCR
(1) 37, so needs no reiteration.

11. In light of above law position as to circumstantial evidence, now I will turn to the
evidence available on record. From evidence of Kum Sonali Sawai (P.W.1) and defence as
well, it come in admitted category that Kum. Sonali Sawai, the reporter and accused were
well acquainted with each other. They come across through face book. They become friend
on orkut and the relation reached upto the stage,the accused proposed her for marriage
knowing that reporter is elder than him i.e. at that time accused was of 31 years aged so as
reporter was of 34 years. So here on face identity of accused at personal level of this reporter
and accused is not disputed.

12. Further, if we see the evidence of reporter Sonali Sawai (P.W.1), it reveals that since
03/03/2009 she started receiving obscene emails. The further dates are 05/03/2009,
06/03/2009, 08/03/2009 and 09/03/2009 of the emails were sent from email id s0198021 @
gmail.com. The emails which are placed at Articles A to H. If these emails, on face are seen
there is no need of giving any special reason to say that these are vulgar contents wherein
alleged sexy look of the reporter is displayed by referring organs, I do not find it necessary to
quote the contents of this emails. ...........

13. The points which are required to be noted from these emails are that who is the sender
appearing on these emails and it described as Su jaz <s0198021@gmail.com> and these are
sent to email id sawaisonali@gmail.com. As far as receiver email is concerned, it is of
reporter Sonali Sawai. She brought it on record through her oral evidence and it is also not
disputed by defence. By the way here, how the sender described himself is relevant to this
matter Article A described
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name Sooraj and who is residing near house of reporter since last one year. Admittedly, it is
not case of reporter that accused Yogeesha, is known as Sooraj or like alias name.

14. According to evidence of Sonali Sawai as she started receiving vulgar messages, she took
out prints of these emails and lodged report/application in Cyber Cell. She deposed that she
also found that her profile is created by accused and messages like Articles A to H were
spread over net and she started receiving calls from Taxi Drivers, Rickshaw Drivers on her
mobile number and they were asking for sex in view of emails received by them. She deposed
that accused created profile by giving name Sana Jazz and put her mobile number on said
profile and all these facts relied in investigation made by Cyber Cell. According to her, police
detected the fact that accused himself created obscene profile and executed offending acts. In
her turn, she claims that

obscene emails and pictures were sent from same IP address through the laptop of accused
which was provided to him by company. She brings on record Exh.5 and Exh.6. On face of
reading of this Exh.5, it reveals that this Sonali has lodged these report after the facts were
detected by Cyber Cell.

15. As already stated the articles which are placed on record i.e. A to H are nothing but vulgar
and can be definitely termed as insulting the modesty of woman. The fact that the reporter
received these emails, the sender sent these emails with intention to open it and seen by
receiver, the aspect like showing words which are of in vulgar nature to intrudes upon the
privacy of such woman are complying.

16. Now vital question in this matter is whether the evidence brought on record connect the
accused as author of crime and for that purpose scrutiny of relevant evidence needs to be
made. Let us do this, effort in up coming discussion.

17. In series, the evidence of police Mukund Gopal Pawar (P.W.8), Investigating Officer
comes first. According to him he is having training in Cyber Law, Computer Forensic and in
Ethical hacker. He attended various seminar in India as well as in America. These facts are
brought on record by way of cross examination and by this facet of cross examination it can
be safely stated that the Investigating Officer is having ample knowledge in respect of cases
and its investigation.

18. According to his evidence, he carried out all technical investigation and it revealed that
the offending emails are generated from email id s0198021@gmail.com and forwarded to
email i.d. sawaisonali@gmail.com and this fact has been already pointed out at the time of
discussing the contents of Articles A to H, so needs no more discussion. Mukund Pawar
(P.W.8) deposed that he issued request email to gmail Server in USA and asked details of
disputed email id s0198021 @gmail.com (herein after mentioned as disputed emails for the
purpose of brevity and email id sawaisonali@gmail.com is referred as reporter's email). He
brings on record Exh.20 and 21 in respect of this communication made with gmail Server
which is made from the official email id officer@cybercellmumbai.com to lisapac@
google.com wherein it is clear that such email was sent by this Investigating Officer and he
received letter from server which is placed at Exh.21. This being a extract of computer and as
received by Investigating Officer can be very well read in discussion. Further, if we see the
cross examination in respect of communication with gmail server, this aspect defence is silent
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and so I have no hesitation to accept the fact that Investigating Officer made effort to collect
information from google search/engine and Exh. 20 and Exh.21 can be very well relied.

19. Investigating Officer Mukund Pawar further deposed that the google search forwarded
details of the disputed emails wherein IP addresses were mentioned. 12 IP addresses were
belonging to Airtel and 2 IP addresses were belonging to TATA Communication. The data
provided by google search is from February, 2009 to March 2009 of various dates and
described 12 IP addresses and 2 IP addresses of different service providers i.e. Airtel and
TATA Communication. He deposed that after receiving communication, he found 12 IP
addresses and then he took search of these IP addresses of google search engine, those are
Airtel and TATA Communication. He deposed that after finding out these two service
providers he issued email to both these service providers vide Exh. 22 and Exh.23. There is
also no dispute about issuance of these letters/emails in entire cross examination. Exh, 22 and
Exh,. 23 shows that this Investigating Officer by using official email id of Cyber Cell issued
email to M. Patil@Airtel.in and the service provider, provided physical address of this IP
addresses. Exh. 24 and Exh. 25 are also same communication with service provider and in
reply the service provider gave 2 physical IP addresses 1) Wam Bombay Bulk Handling
Equipment Industry Pvt. Ltd., Plot No. C39, B & C, TTC MIDC, Turbhe Mhape Road,
Pawane, Navi Mumbai given by TATA Communication and 2) physical address is house no.
397, sector 40, Gurgaon, Haryana provided by Airtel. 20. He deposed that after
getting/collecting this information, he called reporter Sonali Sawai and asked whether she
know any person working on above addresses more particularly Wam Bombay and she
disclosed that accused Yogesh @ Yogisha Prabhu is working in Wam Bombay and he travel
through out India in relation to company's work, and that all other fact of reaching upto the
proposal of marriage and then breakup between them. He deposed that he disclosed to Sonali
Sawai, reporter about the finding of offender and asked her whether she want to proceed
further and on consent given by this reporter, the report Exh. 5 and Exh.6 was lodged and
crime was registered at Shivaji Park Police Station on her report.

21. He deposed that after registration of crime, he himself carried out further investigation, he
visited office of Wam Bombay, made inquiry with Anil Manduskar, called Yogesh Prabhu
there, and in inquiry accused confessed his guilt. Technically, though his confession is not
admissible on

record as it is made to police, it clears the line of investigation of crime. The witness brings
on record that then he seized harddisk of the laptop which was allotted to accused vide Exh.
10, recorded statement of Manduskar as well, arrest accused vide Exh. 26. As far as arrest of
accused and seizure of laptop is concerned, it reveals that accused himself in his statement u/s
313 of Criminal Procedure Code do not dispute this fact. He admits his arrest as well as the
fact that laptop was seized by police with rider, that because of threats he handed over laptop
as it was in office.

22. By taking pause here and discussing further evidence of Mukund Pawar, I will advert my
attention towards testimony of witness whose references have been made by this Makund
Pawar i.e. Manager Anil Manduskar. The testimony of Anil halfthearted. Though, he
confirmed that accused is his employee, he travel for the work of company, laptop and mobile
was provided him for the purpose of his job alongwith internet connection. He denied to
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corroborate the seizure of hard disk of laptop provided to accused. Though he was declared
hostile and nothing fruitful come on record and the two lines cross examination of this
witness by accused brings on record that the laptop given to accused was used by his group
mates in company also and that they all used to avail internet facility.

23. So far as panch on seizure panchanama is concerned, who is Kundan Mahendra Raut
(P.W. 4), he deposed that one hard disk was with police and it was seized in conference room
of office of Wam Bombay vide Exh. 10. But, he denied to corroborate the fact that the hard
disk was given by accused and then it was seized by police. He is also halfhearted, first he
identified harddisk (ArticleA) when asked by prosecution and denied to identify firmly when
it was asked by accused. If we see the tendency of these witnesses of haltheartedness, it
reveals that these two witnesses are winover against prosecution and they did not support
prosecution on technical aspect of seizure.

24. Now, I will proceed further to discussed evidence of Mukund Pawar and the investigation
carried out by him after seizure of the harddisk. According to him on 18/04/2009 accused
gave disclosure statement Exh. 27 and showed readiness to open the disputed email i.d. by
using password known to him and he brought Exh. 27 on record accordingly. He, alas, the
panch witness Krishna Verdhaji Purohit does not corroborate the fact that accused facing trial
showed readiness to open the disputed email i.d. by using password known to him. To attract
provision of section 27 of Indian Evidence Act as the word “password” come in category of
fact which was only within knowledge of accused who was in custody. This Krishna Verdhaji
Purohit simply claims that at Shivaji Park Police Station his two signatures were obtained and
nothing like incident of giving statement by accused, opening of disputed email i.d. by using
password known to him alone, and extract printouts from the disputed email id at the office of
police.

25. In this connection, if we proceed further with evidence of Mukund Pawar, he claims that
the accused opened disputed email id by using password known to him, then inbox and
sentbox of email id were searched and in sent box email dated 03/03/2009, 05/03/2009,
09/03/2009 were found which were sent to the reporter's id alongwith the obscene
attachments. He deposed that all of these emails, print outs were obtained by using computer
and printer provided at office of Crime Branch and he accordingly brought on record
Exh.29A to 29F. These are printouts of screen shots of disputed email id which shows
window like crime 110/09, 9 mails, inbox 30198 and documents, screen shot of sent box
which discloses the relevant dates mentioned above and 6 attachments thereto of vulgar
photographs and disputed vulgar messages of which mentioned, has been made at the time of
discussion of Articles A to H. It is pertinent to note that all these extracts and panchanamas
bear signature of accused as well that is to say Exh.27 to Exh.29F. In this respect testimony of
Investigating Officer is challenged. It is required to be noted down the suggestion put to
witness that “it is not true to say that even though the accused opened email i.d. as disclosed
in his disclosure statement, it cannot be said that he did not sent objectionable emails to other
end”. If this particular suggestion is read by literal way it does not dispute that accused did
give disclosure statement and he opened i.d. If this aspect is seen, hostility of the panch
witness on this aspect is washed away. In view of the suggestion what it is suggested that
though,



The State (Cyber Cell v. Yogisha @ Yogesh Pandurang Prabhu 61

accused opened email id, it cannot be said that offending emails are sent by him.

26. In backdrop of above factual aspect brought on record, here, I will like to note that email
id are having unique password and it can be known to only profile user or gmail user. If entire
tone of cross examination is seen what is suggested is that the laptop and internet might have
been used by other colleagues of accused. It is not case of defence that this particular/disputed
email id was used by office staff for carrying out its official work. The disputed email id is
not general email id of the office by which it can be expected that its password was available
to each of the office member. Besides this, the emails are sent to reporter particularly, it is not
case of the prosecution as well as defence that the reporter was working in the Wam Bombay
office with accused to have acquaintance with other workers/employees therein who would
have been presumed that they know the email address of reporter. Here, the acquaintance of
reporter and accused strongly suggested that accused is the only person who was knowing
email id of reporter and he is having only knowledge about her. If we see the testimony of
hostile colleague of the accused in his office, it is not suggested as well to them that the
reporter was having any nexus with official staff excluding accused nor it is case of defence
that reporter was working in establishment of accused. If all these aspects are clubbed
together those, strongly suggested that the accused can be only person who had sent these
disputed emails.

27. Now I will turn to the legal aspect of disclosure statement as envisaged in section 27 of
Indian Evidence Act. It contemplate that confessional statement leading discovery that to
distinct are admissible in evidence. The mischief of section 27 of Indian Evidence Act says
that the fact is within exclusive knowledge of the accused and at his instance discovery took
place. If we see the unique feature of email id that it is having unique password known only to
its user it can be very well said that opening of email id by accused by using unique password
known to him alone, satisfy the mischief described in section 27 of Indian Evidence Act.
Here, what is the property? Herein case, the property is disputed emails which are placed on
articles A to H received by reporter. Considering the entire working pattern of web and email,
if the accused would have not sent these disputed emails, there was no reason to find its
presences in the disputed id. As already pointed out the disputed property, emails received by
reporter i.e. Email matches with the discovery i.e. getting print outs from the disputed email
id on opening it by accused, those are Exh. 29A to 29F and here, the identity of property as
envisaged in section 27 of Indian Evidence Act, get complied. The web data cannot accessed,
which is of personal nature and that to when it has been sent from particular email id or
profile. This aspect justify that accused was having control over the disputed email id and
contents therein. From the discussion made above, I have no hesitation to conclude that the
testimony given by Mukund Gopal Pawar on aspect of disclosure statement by accused, and
thereafter recovery of printouts from disputed email id, is reliable.

28. As mark of caution, here I will like to quote that the evidence in relation to section 27 of
Indian Evidence Act is a weak piece of evidence, so it is necessary to find out whether there is
more evidence which will fortify the prosecution case, and for this purpose the technical
aspect described by another witness Sonali Mistri (Expert) become relevant.

29. Sonali Mistri brought on record procedure which she carried out with this examination.
After receipt of property i.e. Hard Disk from Shivaji Park Police Station, she prepared mirror
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copy, thereafter calculated hash value of original hard disk and the mirror copy. Both hash
value were same. Then she carried out process of reading mirror copy and again hash value
was calculated for verification and it again matched with original. In my humble opinion, all
these process is required for securing the genuineness of the process and she had complied it.

30. In next segment she brings on record that she recovered deleted files, found out internet
access history, calculated hash value of each recovered files and then started process of
finding out key words. What of this key words can be found in the report sent by
Investigating Officer which is placed at Exh. 15. Exh. 15 discloses that traces of disputed
email id were found in unallocated cluster which was pointing out that this machine/hard disk,
the disputed email was accessed. She has also in tabular manner mentioned the physical
sector, logical sector, cluster sector, sector offset and file offset, which she found present by
analysis of data made by her. Beside this, the witness also found traces of reporter's email id
in same manner, in unallocated cluster, which are also mentioned in tabular form.

31. Most important aspect here in case is that finding of traces of orkut profile in the name of
Sonali Sawai with reference to Exh. 2 forwarded to her and Exh. 2 is nothing but, the profile
which is disclosing phone number of the reporter. In my humble opinion, there was no reason
to find out traces of this orkut profile in the laptop allotted to accused. The report in
categorical manner brings out on record that the disputed emails were found in unallocated
cluster of the laptop allotted to accused alongwith obscene photographs of pornic postures
which are the disputed emails received by reporter Sonali Sawai. It is pertinent to note that the
factor like creation of messages and dates of sending those, are also matching. It will not be
out of place to see when the files are created and when reporter received these images.
Column no. 8 describes the dates of 3 pictures images. The files are created on 03/03/2009 at
10:42:46 p.m., 10:41:58 p.m. and 00:00:00. After these dates are tallied with the dates of
emails received by the reporter those also confirmed that those are same and which
undoubtedly tend to show the allegations made by prosecution. To be more specifically, I will
attract my attention towards Article H, it gives date 09/03/2009 which is disputed date found
in the forensic examination.

32. One more circumstance which here needs referrence which is related to Gurgaon. As
already observed the colleagues of accused have been winover, the relevant evidence which is
found reliable can very well be utilised for the purpose of conclusion. If we see evidence of
Ashutosh Srivastav (P.W. 6), he do not deny that accused never come at Gurgaon office. His
throughout statement is that he do not remember this fact. In my humble opinion, there is no
need of giving special reason how he faded the memory of the visit of police officer which is
not normal in day to day life that too, in relation of commission of offence. In this backdrop,
it will not be out of place to see the statement of accused. He do not dispute that he was
having occasion to visit Gurgaon office for his official work. In this back drop, the statement
of Investigating Officer Mukund Pawar (P.W.8) becomes important and as well reliable that
police machinery that dugged out this fact that accused visited Gurgaon office, of which IP
address is found in the communication made by gmail server.

33. Now I will turn to facet which have been highlighted by defence in cross examination as
well as at the time of argument one by one. The important witnesses are reporter,
Investigating Officer and Forensic Expert. The discussion as to relationship between accused
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and this reporter has been already made, so needs no reiteration. She strongly denied that she
is having any friend by name SuJazz on orkut. She also denied that because of breakup she
lodged report and that accused did not commit offence. She categorically explains that in
application she did not give any name of any person though, she was knowing email i.d. of
accused as admitted that she did not make any reference that she is having any complaint
against accused. If we see this aspect, the cross examination does not bring the prosecution
case in category of reasonable doubt. If we turn to the common question to Investigating
Officer and Forensic Expert, in relation to identity of accused they admit that technology
cannot point out accused that at particular time, this particular person would have used
internet or accessed web. In my humble opinion, technology is creation of human mind to
assist to come on conclusion and the inferences are required to be drawn by human by
applying reason and so the submission of Ld. Advocate for defence that this admission
washed out technical report and create doubt about the authorship of crime are not appealing
to my mind. The technology help us to find out the circumstances and the human as to apply
reason to it and has to draw inferences and come on conclusion and that is the only part of the
technology which can be utilised in judicial proceeding.

34. Another objection raised by defence is that because of breakup accused is implicated in
case. Defence submitted that this enmity cannot be ruled out and of this fact benefit goes to
accused. For this purpose defence relied on verdict of Hon'ble Patna High Court in Cri. Misc.
Appln. No. 550/09 Gladdy Jousa v/s. State of Bihar; wherein on the basis of enmity
submitted before Hon'ble High Court, Hon'ble High Court has quashed the proceeding. First
of all, I will like to note that this court is not having inherent jurisdiction to quash the
complaint. Further, the facts in referred case, are related to initial stage of filing complaint
and now this court is dealing with the matter after fullfledged trial that is to say the court is
appreciating entire material given on record by prosecution and its witnesses. The relevant
part of this judgment which are utilised here in only whether enmity or breakup between the
reporter and the accused can be the reason to file this complaint.

35. For this purpose the initial stage of filing application will be helping to come on
conclusion. For this purpose I will attract my attention towards the first approach of reporter
to police vide Exhibit7 and the evidence laid down by Investigating Officer as well. The
reporter Sonali Sawai nowhere claims that she initial stage itself filed report against accused
facing trial. What she claims that after filing application, the cyber cell investigated the matter
and reached upto the end of accused and then formal report Exh. 5 and 6 were lodged by her.
In my humble opinion, if the reporter was having any reason to grind vengeance against
accused because of alleged breakup at initial stage itself she would have named this accused
facing trial and not after the dugging out roots of mater of Cyber Cell and this fact has been
well corroborated by Investigating Officer Mukund Gopal Pawar. The police also did not
book the accused directly, they have made efforts to reach upto the proper end by making
technical investigation, making communication with service provider and then he again call
the reporter and at this juncture she disclosed relation with

accused who was working at Wam Bombay at which end the police officer reached, and then
the reporter consented for prosecuting accused. This facet rules out, the fact of enmity raised
by defence that only because of breakup the accused has been implicated in this case.
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36. From the discussion of facts and circumstances coming on record, the entire episode of
this incident can be summarized as under:

37. The reporter and accused were having friendly relationship and then relationship breakup
which reached upto the marriage proposal and then the disputed episode started. The reporter
received emails on the given dates, the reporter approached investigating machinery,
investigating

machinery after making inquiries and technical investigation reached to the end of accused,
the Investigating Officer further carried out technical investigation, forwarded investigation
like seizure of hard disk, where from the disputed emails were sent, got it the confirmed that
traces of disputed emails are found out in it. In this course, the disclosure statement given by
accused, opening the disputed email having unique password which can be only within
knowledge of accused, the investigating officer discovered fact that the disputed emails were
sent from this email id and its traces were found in sent box of the email id open by the
accused which he was having exclusive control. If all these circumstances are considered
together, I find that it is created unbreaked chain of circumstances which is pointing out
towards guilt of accused whi